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IPsec creates a boundary between unprotected and protected interfaces, for a host or a network (see Figure 1 below). Traffic traversing the boundary is VPNO)ﬂJFﬁ (i_~ ﬂﬂ R 0)77°IJ’7-_V3
subject to the access controls specified by the user or administrator responsible for the IPsec configuration. These controls indicate whether packets cross the :/[:tj\—‘l') T4 —E Z%?Eﬁisj_%)
boundary unimpeded, are afforded security services via AH or ESP, or are discarded. RFC4301 o)lzﬁlf—c{:\iﬁ'/\/o 7(3:'@'@6\ )]
IPsec security services are offered at the IP layer through selection of appropriate security protocols, cryptographic algorithms, and cryptographic keys. IPsec ;573:77"[) 17-—3/3:/|:'i~ rEot
can be used to protect one or more “paths” (a) between a pair of hosts, (b) between a pair of security gateways, or (c) between a security gateway and a host. A = e SR [ — HE A
compliant host implementation MUST support (a) and (c) and a compliant security gateway must support all three of these forms of connectivity, since under j&#—;:sz#uié_ﬁé%?éggg&\sg
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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.

RFC4303
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H#EHET HMAC 7)LT1) X L [RFC-2104] DFEFEICDWTERBAT %, HMAC-SHA-1 (&, T—RE TR LA TI )T REFIRIET 5,

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC &, MD5 40 SHA-1 RED RERES/\v 1 EHERED £
ARLEAEDETHERT 5. HMAC DIFSELTOREX. FRALTLS/N\Y 2 BHO T/ TAIKET 5,

COXENOHERATE. BEDES7ILIY X LEELIZ HMAC-SHA-1-96 LI RX LZERT AL MIFARBEIRHSN TUEL,

RFC2404

ES/ W aBHEFERLTAYE—CRAE TR MA THS HMAC (2D TR T 5. HMAC (£, MD5 40 SHA-1 RED RERS/\v 1 EBHERE DL
ARLEAEDETHERT 5. HMAC DIFSELTOREIX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret BT V=V TT . MENE—DMERELH>TLSIEE . HVMAC . HEPBEEDAVE— %R T 51
OIZFERET , Thid, BLEFrLoOEEH. Thik, THMAC [X, BiL 2y ar DT AZ2F T 5OICRATESRILIZE®RLET .

RFC3631

ESP [X5PRbtE. T—RERTTEREE. AR aV LRIV TI)T4 N TLABEY —EREH RS —T Vo RA T IT4DEKX) . FLTREShI=FSEYS
J0— FRMEFRET IOICERASNS, BESNDIY—ERE, EX2UTAT VI I—2a b ORABISRBIRINA T a  EF DREDEREIZIKET .
PR D EDY—ERELMI L TEIRLTHEL, 72720, (ESP B, F2IFBIIC AH Z2ERT A LICE>TRMEIN D) 10T T4 PR E Db
WCSFRMEFERALIZIE S, TOMEVIIETFREY —ERZHFH I LITEIHIMEDTEBHKEEZ(TOFT LS A HEMENH S ([Bel9s] ZSBDL),
T—RERTREEEIRTLAVL AL T I TAIEEEL TV Y —ERTHY (LIE, FEHTIRELIEMER) , (AT a>0) FtELHAEHETH I Y
ELTR#ENS UTLATHIE Y —ERIE, T—2E R TRAASRIREN S BB COHFBIREN., CHIFTELICZERDOHE CRIREND, (FTIAILLTIE, &
ERTYILABLIZERESNE S~V RBEEEAL VAU T ZIENBRENDN, COY—ERIGZERUNS—T U RESEFIVITEHEDOHEME
15%) . FoEVII7O—FHEDOIZIZ, O RIVE—RFEEIRT IBLELHY . Chid, MSEVIEENT I LI >TEBRDRET LI TAZEIZT LN ATHE
B ZX ) TAT = IIAIZRET IONRENRNTH D, ST SFRMELEIIFEVThEA T ar TEH LM, PEKELID I35 1 DIERIRShGRTNIE
HSALY (MUST) CEITEET A,

RFC2406

&5 R4 A—F (Encapsulating Security Payload:ESP) [RFC-1827] [&. RAA—RT—42ZMEEILTHILICLo T IP T—2Y S LITHEHERET 22D TH
%o

ZM1EHTIX US Data Encryption Standard (DES) 7 )L X LD EES T 0w 45&4$H (Cipher Block Chaining: CBC) E—F [FIPS-46, FIPS-46-1, FIPS-74, FIPS-81]
DERERA= ESP OFI AR DNTRBL TS, MJT L DES(3DES) ELTHSNBINER L, FEXOZTAETADOTOVI%E 3 HITE>TUREL, ThT
NOETIFELZDEAFERAEINS [Tuchman79],

RFC1851

BIEYSDHBOMTHESNDIWE D 3DES 13, EMRICIX 168 EVFDRETH S, CORITIE DES 7ILTIXAIZE>THEAENS 3 DOMIILT= 56 Evb
DHBEEND, D 3 D2DFIAFND 56 EVEDEIRIZ, /NTFAEYRELTHERAT B/ M MEDO R THIE Wk (least significant bit) ZRL T, 64 Ewk (8 /A1) &
LTSN D,

RFC1851

BEERAO—K(ESP) [Kent98] [, RET RERMO—RT—REZMEILTDLIZEST IP T—EYSLITHBMEEIRT S, COMHEHTIL, CBC E—FIES
FILTYX LD ESP TOERAEICDOWVNTEHRBAT 5,

RFC2451

IPsec L TEIET D SMTP ORI avid. EIEHERVIDKYTERLS SMTP 5—b oA/, HDLE. HoPZEHENT= SMTP 5=, ozA/FEDAvE—D
ISDWVTSFMERM T 2 EMNTEE T, ThHbL . ThiE, SMTP ORI a0 DE=OIF v RILEF 1 TAZRIELET, AvE—CHEE. 95470 D
ZEHOT —,ITAITURRIZEVNT, (BEHE. ¥ — Iz, 2 ERLAETNIERYFEAN) ChiT, REMNEEX 1) T 2R]T DRI HYET, U
TUARBITHT HHEIFRESATOET, BEEL T—2BRIEHESATEY. /7 IbME) T A TELGLD ST,

RFC3552

AES DEZE(L. UTOLK DA DEFUEEARELTITH N,
+EXalTg
+ EBEMNTIERNCE
+ —fRIZABShTWSIE
+ R P THIMEERRNEMNTRIATESZL
+ RIE 128 EvbDTOvIH A XEH/ZHE
+RIE 128 Ewh, 192 Evb, 256 EVFDBEFRZ DL
+ AV —MI—REEH BARAEYINIZTTEIUN—FRIIT7IZE T ENREAT)EHR
+ REOZWE. Bt ZLT. BH5MH

AES (%, BUFIEEDIES L7 51255, AES [E. RIETHRIITETIE. BUFORIRIERE (BERVVEL) IERERET DD+ ATHHEFREND T £
NI EDRROERBBICHEERASN D EFRISND,

IETF IPsec 7—F 255 IL—T 1%, FEMIZIX AES % IPsec ESP DT 74 /LMNEE ELTIRAL, H#FISEE LT Psec EEITEFEN D MUST DAT—RRIC
T3523YTH5,

RFC3602

EESDE DNV RATFLOEFY
To1E BENEBEO7ILIYX L
NEE, BLUEFNLDT7ILTY X L
ERICHERASNEZF—DBREDOTEH
IIKBELET . TDEFUT0F. &
SIZHRERRDEX 1 TaZREET
BIEBEDHENGNI LR RIS
BE=OICVRTLIZE>TEASNS
JORALDIVSZTYLTELD
BEIZIKFELET .

3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CH LI (E, BIZTEREE I EFESRTE
123 ) ZRHEL. SOITUTL AT 2R EFRET 2OIFERASND, BB AT DY —ERTHY. X TAT7 VI I—a BRI SNSIRIZZ
ERIZE - TRIRENDIGEENH D (TIHILNTIE VTLATFLIZERSINEGS — TV RBEDAU D IVAVRERERIZERT 0, REAN—S L REEE
FIvITREEDHY—ERNEINELRD) AH [(ZEGEBTOMILIZINZ . P AYF DRTRELRRY SO D DRI ZRIET S, LHOLEAS, —8D IP Ay
BI4—ILRIEEREFIZETEIEDABY . I ZERICEELZBEOZD I —ILEDEIEERICFRTERNEDLEDLIELNH S,
ZDESHETA—ILEDEIE AH [ZESTIFRESNAL, 2T AH MY IP AYS TR T 2 RE L, HEABREMFNALDIZAS,

RFC2402

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC £, MD5 40 SHA-1 RED RERS/\v 1 BEHEWE DL
ARLEAEDHETHERT 5. HMAC DIFSELTORREX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret FREFET V=V TT, MENE—DMERELH>TLSEHEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1E2F T 5OICRRATESRLIZEKRLET .

RFC3631

ARV B DLVT HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TYUTIZHSATLY
BIthIEBsmnE1THY ., EA
REIMEbhZEE, COWERIL, £
FNHENLDERYET,

3.1 EEAK
SEMEINE T B OITERT AF A& BBMN OBRAIETHILENHYET . HUE, FIALLFEEFMICERTILERBRAILELNHY. Th
LNFEERIDEMRICK>TTANSNDIBENHYFET,
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RFC3227




(B T28. 5YFFEL

32 MERTYT
* S, ECIZHDIMN? EDVRTLNAU D TUNIBERAENTNSD, Tz, EOVRATLNGIHMNINESNEINE RIS,
* M EEL. F-EBTRETHYEINERILT S, RENEDONIEE FELTLSDTIHAL EHTETS,
* EOXTLIZDOWT, BETHERMEDIEFEZAFT 5,
* ZETS=-ODNERREHIRT S,
* ERMEDIERFICHEL., 5 5 ETHRET S —ILTIHELEIET 5,
* VAT LD OThOERELZRETS.

RFC3227

41 HRT A DEH
HEIE TEDQKISITERMNRERESN =N TEDLSITHRDONIBEIUTZNITONTEE-T R TOBIEIZHEICERT HIENTESIET TY,
TRBEN, XELSNEIDELAHBYET,
* ECT/WWD /ISR T A ER . INEShizh,
* ECT/WWD /ISR T, AL, IREShizh,
* SEMEHLD AR T L755Y . TOER L, EDKSIZ, ZNIFRFESNID,
* VWD SHLIDWRTAZEEZ =M. WD, EDKSICEENTHONIEN, ERNHEEEEST,)

RFC3227

42 ECIZ. EDKSITT—HA4TTBH
WHELEES . (BFEYELN TOEWREEATA 7 TEEO EBIZHAINTOBIATAT I T—hAEV T ISHRASNIBRELSHYET,
SEAAD T OERIE. BAGICHIRSNIZLEADHY . HREICXELINIDENBYET BASNTUWVENTIERERMTIIENTEIDLENHYET .

RFC3227

FRWL

2007/2/15

SHIS,. BEZAAEL. ELEZHRL
T.ERALEIELTW B AVtE—D L
[$EIAVE—DICERIEHILE

HAHDAREEAHYET

RAF., RSN -E RSB EDERELEIY —ERITT IR T HHERERT SN ENEHET HBIETY , BEICBEIELTOET A, MREELR AL, BIE
D2 DODIAN=ZALTHAIEIGERHTHENEETY, BTLK COBERGHAEOEISERLT, BEEE. LIELERSTRAZBHR T 2EEZLNTE
T RELIFHEICEREHAIL. BARTANIDPREDTAETEDINENEERLET,

RFC3552

R, BRI T B ENBERAIRTY D, RAEMTIEIRAEZERLERA. TLA, TAHETH-0DRAET RIS, BAAN=XLIEF, ZDT4A
AHFASNTLSIENEHET DL hRIZLEYFERA,

RFC3552

SPRBTE (Confidentiality) :
HRIZTIERTBHIEMNBRASNTULVENEMN, 12X, ZDEHRDEE (B: aVE1—B2DIT7AILORINT—0ryR) & RBE RN H-TEH. TDIER
EEDENESIZT BDIERDIFE,

RFC1704

T84T T 1 (data integrity) ¥ —E R: FBAISNTWVEWT —FDEBICHLTHET 2 EF 21T —ERX, BRMGEE BRIFREEL) ETIVTUH
ISLPEE(REREEL)DAEAEET, T—F~NDEENRIATBETHSLEHRT HLITLD,

RFC3365

RYD—avba—)L LRV, 22D RHBEDHEETHSREELBANOHEYET BB, TRENA—F DETERIET DHMAETT . DEEHEE. MARIA
PO 11— FAMEOBEBRISRIESN D 5D L5, AV I—RUMEFEWTERAINIDENHYES, — B, A —FAREEESh =5, R(E. [201—Fh%Z
DE—AILERISHLTTIERTHIENBASNATNSNIZHET SR AT —ERDLETT  RANBEHEE ., 74T 94— ILHRDIAUEE, Tt
REHATDESICEHTHENTEES,

RFC1636

FREELERT]

A—HLZENRT—FD LS Bl
PRI AN R LEFES LS, FBALER
AORXF &, ERMICEETEET
N(Thabbs, #HEN R TLEESE
Thoobéa—H7hHUrDMEE
FEELTOETH) ., KYEHLR
SEAHN= R LIZDLTIE, LIFELIE.
FORFNMNELHL>TULET,

BCP 38, RFC 2827 (&, RSN =T RLATRYNI—VIZT IR T BT T4V ERT B L& T DB —ERBGERBEOZEEHIRL. [FT1v
JIZDNT ZDELWRETHA VT —VZ B A fETHAH L IEHRLECTHILEBRLTVET AU F— RV E DL SHRENLIHET HEDEIR
ISR ELT, COMRRERELTVD R T—I(E, T, COKBDO Ry T—I#BRICH T IREINLIRCAUNT I ERAD &3O B E,ISELH
BEEVET, WP BREZEDTHEMNHDIEENBYET . (Fl: TILFHR—IDJI2KDIHE) REE. BEDAVTLRATANR) LT DEBRMAN=X L%
L. AT L RIAIAY VT I H—REIEER A EBIRL ., IS, RILFHR—IU T DEEITOVWTIERLET , COAEIE, RFC 2827 ZEHLET,

RFC3704

RFC 2827 (&, TISP A, BEAYFT—VIZ& > TERITFEDLN TORVRIETTRFLANSES DR YR T—VIZRAL TSI T4y EHNT 5 LI2EH T,
ZTOBEBEDINTVIEERTILIEHRLET, ZDT AT X ZORETTELRAM. Lo B Martian 7FL X (0.0.0.0/8, 10.0.0.0/8, 127.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, 240.0.00/4 b DHLPBTRLREELFHNINIZTFL R B ITHAINST1vIEEHET M. ChICROENFEE A,

RFC3704

AEZITBVTRHESNDTAILBID T FETIE ESBTVI VIR P FRLR) MDD ISYT AT GEK) MBIZH L TIZEALLEE AN, R EHT=
FYRT—HDHRIZNVBZHEEN, BRIZBT374LE)V T IL—ILIZADEWNMEST=Y—AFRLRAZFEALT. CORDKRBE T A EEHEET . BE
EM. ERICEMENTVDTUI49IR(IP PELR) DEERIZELY, Bo=RIETXTTRLRAZFERT R ELEZIEL 012, TRTOA24—RyMMERKETO
NAFT—IZlE, COXEICRBEINIZTAIILA) T ERETDHIENBEOONET, VLI NIE, ISP BN BEHDOF I RN — LRI —O DR EIERE
BoTWAI5E. SN DRBRBIFRUNDN SRS T4vIER 20T, BN T49 974 LA T PMERSh AR ENBYET .

RFC2827

COBDIANEITERESTHEOFRICE, M, RIEBEDARLDRIETERRITEBIM T HIEATESLIITHSILINHYFET . Tl HEHD,
ERO. RETHIHETELEETTILRAEERTILENHINSTY .

RFC2827

AT LR
TR
v

ITSAVRREIZENT, KEBE LA
HEESNFEIPTRLREFESCENTE,
WEENKBED/NTINETAILE
o3BT EEBHTRE#ICLTL
ig_o

FIvIH LXK FERAZDBRABENYENLERINT—INDEEDT I EANTECH, (TN INERITIMAZEEHEF T, O — 7V ABSO. o
O (—BO)BAFEHRATHIET, Fous Y LIE, TUTLA (B JREENS, H (HBEBELZof) L—T1U T ERNIBAE . HLFRBES
HoNBIL—E—IE o TRESNDIRELIC CENTEFY . BRTELAEF1UTAF, P~V REB) GO LEARGHANFEL—T1 T EROT LI
SEIZEOTAIRETY , ChIFRABZBA RV T —IDOMROS—(BR) EHETIDEHEET . BSLOR KL, FRELEST HDIIHAMN A —/N\—AvE
(BFNTY.

RFC2198

pEDY -
BiE

RENT—HEZITIMBHENTED
CEITIERBLT BB /SRN DR
F.F9. BEE/NARLITHELSD
12, MRV —Z &SR NIEEYE
HA CNITRLTARAIRETIFHYE
AN, KHBHELRYFEEA,

CO=ODBEMT /=9 I(E IP TTL OfE [IP] #REIETHETT, TTL [F. FEEFITI o CORESNZITNIERSLEVO T, FAMIJLIE, TTTL A% 255 (S
TYNTBILIE [T RTDREEN TTLEZRET I EIZHHTEET, RIC. ZEFL. AL TV YNNI RA— DU I EHMS0LDTHSILEL

SR ELLEET bRV T VAT LD HIRETIDT IV EFERTHEEILTIENDETT . TOLIBV AT AT, TTLEREE T2/ vbhEEB
SEBAHEELHEIMNETT,

RFC3552

B—=290
#1531

co RGO RT LD HBIREETT
DTI=IEFERTHEEIEEEDN
WETY, ZO LGV AT LTIE,
TTLERE I/ Y ERBEE
HHREMELAHEMNETT .

<LIRNCRBEN T -ABEZLTICEEDH S >

TLS [F 3DDFBFEE—REHR—L TS, : WADREE. Y—/N\—REEERASNBNITATUNE LU RERELTHD, Y—N\—D RIS HEXF. T
DFvRILFBYTELHBICHLTRIRETHIN, REHEA YV TRIMEEZOLSBREICESLINPT L,

RFC2246

B RRICERGIRILAV T, SEMTERE(CHTDRELMRREINGL, EDITHNANVRIILI=F ¥ RIILEFEALT Finished Avt—IMK
BEICLYBENAOATRIVVGENILEHRLAEVRY, EBNATYTELRBEOBENHIRE TR, y—N\—FRANBELLS,

RFC2246

FICEKEOD I, T2yiavn Orud | EFENIBEOKETT , CORETIE BERD 2 FFEDIV I EDOHEMBRIENTET THDERFL. Thh
5, —ADERIZBYTELT MAE ZDIARILaVERITES .

RFC3631

X AVTAANZXAIZE, FVRT—ILFEHETEDLOLHYET  CHIE N—FIT7ITOVTERFMICEBLLETH. ChiE COKERVNT—Y
DREE . REHLSOREISHLTHRMMEEEICT DAREENHYET MO AN=XAF, BABEIN=IIUDBELXDI—HET, HiEERETEET . =
EL. B8Z ZORIUARENIGEE . A—FORYSTELOVRIAHYFES,

RFC3631

TLS Tl SESFLURY A XELF 1) TALANLEYR—IL TS, CNISF, EF2UTAHL, THEDLERND X1V TRBEEEN D BUAREICE

WTIFBZEL, ZIZFESLDIETRA— I EYR—ILENTHSS, FIZIE, 40 EVEDOIESILETIEIBERICHERINTLESDT, BL\EF1UTAHERIND
RETE 40 EVFORERDHDHRETHL, BRI, E4H Diffie- Hellman TIE, YT ELEBEHS CEATELLDO T, EHERSNEL, £, 7TV r—La
VTEBNERKOEY A XERFNTELIITTHRETHD, HIZIE. 512 EVbD RSA BFEFERLFECHPEF—VF. BEFaIT(7I)r—av

ISHENTITBETTIEALY,

RFC2246

UTDOEERA—ME, ELLAID/NN—T1—3LFIASINDHEDKL, SELRIZEL L Diffie-Helman BEIZERAINS COE—FIX. GYTELRELZZTOT
W= HERINGOIEITER,

CipherSuite TLS_DH_anon_ EXPORT_WITH_RC4_40_MD5 = { 0x00,0x17 };

CipherSuite TLS_DH_anon_ WITH_RC4_128_MD5 = { 0x00,0x18 };

CipherSuite TLS_DH_anon_ EXPORT_WITH_DES40_CBC_SHA ={ 0x00,0x19 };

CipherSuite TLS_DH_anon_ WITH_DES_CBC_SHA ={ 0x00,0x1A };

CipherSuite TLS_DH_anon_ WITH_3DES_EDE_CBC_SHA = { 0x00,0x1B };

RFC2246

TLS NURD A HTArALKYL RO BIZENTIE, TLS TREIZ, IS5A 7O —N—0OmEBORE CRLBALIARITIVEXFLTNS, ELVSTEE
LTITLTIEESEL, WY FTELRBEN, 954 T7 oY —N—DHR—rLTWIRLFENGELF )T+ AREERT LIS EB-HODHEIE, <&
A%

RFC2246

AFORANE, COYRGERNRIZTHESHE LTSS, Th TLRENAEEGRECH D, fIZ T KBERFF 17 Y —EREETLTVDR— D
TORRETOAVITBHIED TED, LI, IFA4T U —N—B BEETHOLENIARILIVERILT LIS EHIENTES,

RFC2246

AT DBHEINTE, BYTELIE BENEFIVIY LTHSIENTEE T, (AT BERERBILTEILEEZOARETLLY L, BRI
FNDIEIMEEREEATOTEVNFELNSTT )

RFC2196

TV RIVIE, ThEDBEREBFICLTENMETNIERYER A, TIV D ILOBEEALEBAZIZ, TOTI D VEESTY . EEMETIVDRL
12 F B —N—IZRYTELET,

RFC1510
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