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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement ~ Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.
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OIZFERET , Thid, BfLEFrLoOEEH. Thik, THMAC IE, &1L v-EYSar D) TLA1Z2F T 5OICRRATESRILIZE®RLET .

RFC3631

ESP [X5PRbtE. T—RERTTEREE. AR a LRIV TI)T4 N TLABEY —EREH RS —T o RA T IT14DEK) . FLTREShI=FSEYS
J0— FRMEFRBT IOICERASNS, BESNDIY—ERE, EX2UTAT VI I—2a b ORABISRBIRINA T a v EF DREDEREIZIKET .
PR D EDY—ERELMI L TEIRLTHEL, 72720 (ESP B, F1=IFBIIC AH ZERT A LICE>TREEIN D) 10T T4 2R E DN
WCSFRMEEFERALIZIE S . ZOMEVIIETFHEY —ERZHFH I LITHIHIMEDTEBHKEEZ (T RS A HEMENH S ([Bel9s] ZSBDL),
T—RERTREEIRTLAVL AL T TAIEEEL TV Y —ERTHY (LIE, FEOTIRELIEMER) , (AT a>0) FHtELHEAEHETH I Ay
ELTR#END UTLATHIE Y —ERIE, T—2E R TRAASRIREN BB COHFBIREN ., CRIFTLICZERDOHE CRIREND, (FTIAILLTIE, &
ERTYILABLIZERESNE Y —T U RBEEEAL VAT ZIENBRENDN, COY—ERIGZERUNS—T U RESEFIVITIHEDHEME
15%) . FoEVII7O—FREDOIZIE, O RIVE—RFEEIRT IBLELHY . i, MSEVIEENT I LI >TEBRDRET LI TAZEIZT ENATHE
B ZX ) TAT— I ICRET IONRENRNTH D, ST SFRELEIFIVThEA T ar TEHEM. PEKEBLID I35 1 DIERIRSh RIS
HBALY (MUST) CEITEET A,

RFC2406

&5 R4 A—F (Encapsulating Security Payload:ESP) [RFC-1827] I&. RAA—RT—42ZMEELTHILICLO T IP T2V S LITHEHERET 22D TH
%o

Z M 1EHTIE US Data Encryption Standard (DES) 7 )L X LD EES T 0w 45&4$H (Cipher Block Chaining: CBC) E—F [FIPS-46, FIPS-46-1, FIPS-74, FIPS-81]
DERERA= ESP OFIFAICDOVTRBL TS, MJT L DES(3DES) EL TSN BN ER L, FEXOZTA TR DT OvI%E 3 HITE>TUREL, ThT
NOETIFELZDEAFEAEINS [Tuchman79],

RFC1851

BIET2HBOMTHESNHUED 3DES 13, ERRIZIX 168 EVFDRITHD, COHTIE DES FILTIVXLICE>TEAETNS 3 DDMILT= 56 Evb
DHBEEND, D 3 D2DFIAFND 56 EVEDEIRIZ, NTFAEVRELTHERAT B/ M MEDO R THIE Wk (least significant bit) & RL T, 64 Ewh (8 /A1) &
LTSN D,

RFC1851

BEERAO—K(ESP) [Kent98] X, RET RERMO—RT—RZEMEILT BLIZEOT IP T—EYSLITHBMEEIRMT S, COMHEHTIL, CBC E—FIES
FILTYRX LD ESP TOFEAEICOVWTERBAT S,

RFC2451

IPsec L TEIET D SMTP Ry avid. ZIEHERVIDKYTEMRS SMTP 5—b oA/, HIL L. HoPZEHEEINT= SMTP 5—bozA/FEDAvE—D
ISDWVTFMERM T 2 EMNTEE T, ThHbL, ThiE, SMTP ORI a0 DE=OIF v RILEF 1 TAZRIELET, Av—CHEE. 95070 D
ZEHOT—,ITAITURRIZEVNT, (BEHE. ¥ — Iz, 2 ERLEFNIERYFEAN) ChiT. REMNEEX )T 2RI DRI HYET U
TUARBIIHT BHEIFRESATOET, BELEL T2 R ESATEY. /7 IbME) T A TELGLD ST,

RFC3552

AES OEZE(L. UTOLK DA DEFREEARELTITHONE,
+tXal)Tga
+ EBEMNTIERNCE
+ —fRIZARShTWSIE
+ AP THIMEERRNEMNTRIATESIL
+ BIE 128 EvhO IOV YA XEH/RZ BT E
+RIE 128 Ewh, 192 Evb, 256 EVFDBEFRZ DL
+ AV —MI—REEH BAEYINIZTTEIUN—FRIIT7IZE T ENREAT)EHR
+ REORZWE. Bt ZLT. 25

AES (%, BUFIEEDIES L5 51255, AES [E. RIETHRIITETIE. BUFOIIRIERE (BERVVEL) IERERETDDICHATHHEFREND T £
NI EDRROERMBICHEERASN D EFRISND,

IETF IPsec 7—F 255 IL—T 1%, FEMIZIX AES % IPsec ESP DT 74 ILMNEE ELTIRAL, R ISE S LT Psec EEITEFEN D MUST DRAT—RRIC
F528YTHD,

RFC3602

EESDE DNV RATFLOEFY
To1E BENEBEO7ILIYX L
NEE, BLUEFNLDT7ILTY X L
ERICHERASNEZF—DBREDOTEH
IIKBELET . TDEFUT0F. &
SIZHRERRDEX 1 TaZREET
BIEBEDHENGNI LR RIS
BE=OICVRTLIZE>TEASNS
JORALDIVSZTYLTELD
BEIZIKFELET .

3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CH LI (E, BIZTEREE I EFESRTE
123 ) ZRHEL. SOITUTL AT 2R EFRET 2OIFERASND, BB AT DY —ERTHY. X TAT7 VI I—a BRI SNSIRIZZ
ERIZE - TRIRENDIGEENH D (TIHILNTIE VTLATFLIZERSINEGS — TV RBEDAU D IVAVRERERIZERT 0, REAN—S L REEE
FIvITREEDHY—ERNEINELRD) AH [(ZEGEBTOMILIZINZ . P AYF DRTRELRRY SO D DRI ZRIET S, LHOLEAS, —8D IP Ay
BI4—ILRIEEREFIZETEIEDABY . I ZERICEELZBEOZD I —ILEDEIEERICFRTERNEDLEDLIELNH S,
ZDESHETA—ILEDEIE AH [ZESTIFRESNAL, 2T AH MY IP AYS TR T 2 RE L, HEABREMFNALDIZAS,

RFC2402

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC £, MD5 40 SHA-1 RED RERS/\v 1 BEHEWE DL
ARLEAEDHETHERT 5. HMAC DIFSELTORREX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret FREFET V=V TT, MENE—DMERELH>TLSEHEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1E2F T 5OICRRATESRLIZEKRLET .

RFC3631

ARV B DLVT HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TYUTIZHSATLY
BIthIEBsmnE1THY ., EA
REIMEbhZEE, COWERIL, £
FNHENLDERYET,

3.1 FEEAM
SEMEINE T B OITERT EF A& BBMN OBRAIETHILENHYET . HUE. FIALLFEEFMICERTILERBRAILELNHY. Th
LNFREERIDEMRICK>TTANSNDIBENHYFET,
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RFC3227




(2X)T24. DDoS

32 MERTYT
* S, ECIZHDIMN? EDVRTLNAU D TUNIBERAENTNSD, Tz, EOVRATLNGIHMNINESNEINE RIS,
* M EEL. F-EBTRETHYEINERILT S, RENEDONIEE FELTLSDTIHAL EHTETS,
* EOXTLIZDOWT, BETHERMEDIEFEZAFT 5,
* ZETS=-ODNERREHIRT S,
* ERMEDIERFICHEL., 5 5 ETHRET S —ILTIHELEIET 5,
* VAT LD OThOERELZRETS.

RFC3227

41 HRT A DEH
HEIE TEDQKISITERMNRERESN =N TEDLSITHRDONIBEIUTZNITONTEE-T R TOBIEIZHEICERT HIENTESIET TY,
TRBEN, XELSNEIDELAHBYET,
* ECT/WWD /ISR T A ER . INEShizh,
* ECT/WWD /ISR T, AL, IREShizh,
* SEMEHLD AR T L755Y . TOER L, EDKSIZ, ZNIFRFESNID,
* VWD SHLIDWRTAZEEZ =M. WD, EDKSICEENTHONIEN, ERNHEEEEST,)

RFC3227

42 ECIZ. EDKSITT—HA4TTBH
WHELEES . (BFEYELN TOEWREEATA 7 TEEO EBIZHAINTOBIATAT I T—hAEV T ISHRASNIBRELSHYET,
SEAAD T OERIE. BAGICHIRSNIZLEADHY . HREICXELINIDENBYET BASNTUWVENTIERERMTIIENTEIDLENHYET .

RFC3227

EERBFLE

2007/2/15

SHIS. BEZAAEL. ELEEHRL
T.ERALEIEL TV B AVtE—D L
[$EIAVE—DICERSEHILE

HAHDAREEAHYET

RANL, RSN =EEAFEDERELLLIY—ERICT VLR T HEREE T INENEHET DBIETT . BEICBIELTLVET AN, TFRFELRTE. 3IE
0)2’30);‘73 ALTHECEIERHTIENEETY, HTo COBEFGHEAFELEISERLT, FBEEE. LELIFR-TRAZER T HEZERLNTNVE
T o REEITHEICERZBAIL, BAFTARDBEEDITAETELINENEEELET,

RFC3552

AL, FREECERIL S B EARBERARTY M, A BERTEIRAEBRLER A TLA THET 2-ODRALT BRI, BAAN=X LR, EDTH
b\u#_l'c“h'CL\%)75\7"75\’&#”&?64:9! fEohRIFRYEEA.

RFC3552

SPRBTE (Confidentiality) :
HRIZTIERTBHIEMNBRASNTULVENEMN, 12X, ZDEHRDEE (B: aVE1—B2DIT7AILORINT—0ryR) & RBE RN H-TEH. TDIER
EEDENESIZT BDIERDIFE,

RFC1704

T84T T 1 (data integrity) ¥ —E R: FBAISNTWVEWT —FDEBICHLTHET 2 EF 21T —ERX, BRMGEE BRIFREEL) ETIVTUH
ISLPEE(REREEL)DAEAEET, T—F~NDEENRIATBETHSLEHRT HLITLD,

RFC3365

RYD—avba—)L LRV, 22D RHBEDHEETHSREELBANOHEYET BB, TRENA—F DETERIET DHMAETT . DEEHEE. MARIA
PO 11— FHME ORISR SN D55 L5, AV I—RUMEFWTRASNILDENHYES , — B, 21— "ﬂJ\m fEEntzn, R, T201—HH%E
DE—AILERITHLTTIERTHIENBASNA TSN IEZHET HRAY—EXDLETT, B I AES B E . T AT A — IWHRDOTAILEIF. Tt
REHATDESICEHTHENTEES,

RFC1636

I'-Ill.n\ l'-lIE t I:Ill.n\ _.r

A—HREINRT—R D K57 Bl
n-un.l.—t)(jj ZA%{E')&%» nnL\n.l.TZ&mt.\
AORAF, BERMICEBETEET
N (T ahb, EINRTLERE
TAIUREA—HFTAIUDEE
FEMLTOET A LYUERLER
FEAD=X LIZDWTIE, LIFLIE,
ZDRBIDELEO>TVET,

BCP 38, RFC 2827 (&, RSN =T RLATRYNI—VIZT IR T BT T4V ERT B L& T DB —ERBGERBEOZEEHIRL. [FT1v
JIZDNT ZDELWRETHA VT —VZ B A fETHAH L IEHRLECTHILEBRLTVET AU F— RV E DL SHRENLIHET HEDEIR
ISR ELT, COMRRERELTVD R T—I(E, T, COKBDO Ry T—I#BRICH T IREINLIRCAUNT I ERAD &3O B E,ISELH
BEEYET, ChHRBEECTRENAHIELEENHYET . (Bl ILFR—IVTCEBGEE)REE. BEDAVTLRIAINE) T DBERMANZA L%
Bl AT LRI T I T 52— MR A EBIRL ., 812, TILFHR—IU T DEEITOVWVTIERLET  COAEIE RFC 2827 ZEHLET,

RFC3704

RFC 2827 (&, TISP A, BEAYFT—VIZ& > TERITFEDLN TORVRIETTRFLANSES DR YR T—VIZRAL TSI T4y EHNT 5 LI2EH T,
ZTOBEBEDINTVIEERTILIEHRLET, ZDT AT X ZORETTELRAM. Lo B Martian 7FL X (0.0.0.0/8, 10.0.0.0/8, 127.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, 240.0.00/4 b DHLPBTRLREELFHNINIZTFL R B ITHAINST1vIEEHET M. ChICROENFEE A,

RFC3704

AEZITBVTRHESNDTAILBID T FETIE ESBTVI VIR P FRLR) MDD ISYT AT GEK) MBIZH L TIZEALLEE AN, R EHT=
FYRT—HDHRIZNVBZHEEN, BRIZBT374LE)V T IL—ILIZADEWNMEST=Y—AFRLRAZFEALT. CORDKRBE T A EEHEET . BE
EM. ERICEMENTVDTUI49IR(IP PELR) DEERIZELY, Bo=RIETXTTRLRAZFERT R ELEZIEL 012, TRTOA24—RyMMERKETO
NAFT—IZlE, COXEICRBEINIZTAIILA) T ERETDHIENBEOONET, VLI NIE, ISP BN BEHDOF I RN — LRI —O DR EIERE
BoTWAI5E. SN DRBRBIFRUNDN SRS T4vIER 20T, BN T49 974 LA T PMERSh AR ENBYET .

RFC2827

COBDIANEITERESTHEOFRICE, M, RIEBEDARLDRIETERRITEBIM T HIEATESLIITHSILINHYFET . Tl HEHD,
ERO. RETHIHETELEETTILRAEERTILENHINSTY .

RFC2827

AT LR
TR
v

ITSAURREIZENT, KEBE LA
HEESNEIPTRLREFESCENTE,
WEENKBED/INTINETAILE
o3BT EEBHTRE#ICLTL
ig_o

FIvIY LR FERAZDRABENYEMLERIENT—INDEEDT I EANTECH, (TN I NERITIMAZEEHEFT . O — 7V XBESO. o

O (—BO)BAFEHRATHIET, FousH LIE. TYTLA (B IREENS, H (HBFEBEDZof) L—T1U T ERNIBAE . HLFRBES
HHNDIL—E—(TE > TRESNIRBELFCENTEEY . BRELAEX 1) TAE, P—7 VR EB) BOLEARLHEN FEL—T o T RROT LG
SEIZEOTAIRETY  ChIFRABARYET—IDOMROS— (R EHETIDEHEET . BSLOR KL, FRELEST HDIIHAMN A —/\—AvE

(BFNTY.

RFC2198

pEDY -
BiE

RENT—HEZITIMBHENTED
CEITIERBLT BB /SRN DR
F.F9. BEE/NARLITHELSD
12, MRV —Z &SR NIEEYE
HA CNITRLTARAIRETIFHYE
AN, KHBHELRYFEEA,

CO=ODBEMT /=9 I(E IP TTL OfE [IP] #REIETHETT, TTL [F. FEEFITI o CORESNZITNIERSLEVO T, FAMIJLIE, TTTL A% 255 (S
BYhTBILIE [T RTDZEEN TTL Z R T ILIZHHTEET, R ZEFL TREBLTVS/ 7 INE A— DU I ENSDEDTHSILEL
SR ELLEET bRV T VAT LD HIRETIDT IV EFERTHEEILTIENDETT . TOLIBV AT AT, TTLEREE T2/ vbhEEB
SEBAHEELHEIMNETT,

RFC3552

B—=290
#1531

co RGO RT LD HBIREETT
DTI=IEFERTHEEIEEEDN
WETY, ZFDLIEVRATLTIE,
TTLEZBE RS I\ yhE@asE
REEAHEMNSTT,

<LIRNCRBEN TV -ABELTICEEDH L >

BREDY—R PRLUREE 1R G —E RIHEKRE ( DoS B) DHAEICLST AV E3—Fvk $—ER TONAF—0 AU 3—Fvhk AZa =T 2/KIZ
EOT Ho-HETHAENALMZHE->TEELS,

RFC2827

COROKEIZE->TEIDSN BRI 42 THY . EHMIZIIARRS VI 7RE, L—T4VJARK. ZLT TCP/IP JAFILBHRGEENHIFONET,

RFC2827

LAl F IR —L kT —Ih0RIESh, BHOEESNTYT49D R (IP TRLR)IZEDNBMST19 0% HRT 52 LI&>T HLETIE, COK
BOIHIFIETEY—R TRLR RT—D107 ORI, RESh DI EITBYET,

RFC2827

2000 1ZF VT, DDoS BB (D EIE Y —ERPFERE) [TDNWTHIS-HMEDEIEN T TONELZ, LAL. ChoDKED BLF, &), 15— MER
ENFAVEL—FLRTLERT CEICL>THI-NF-DTY . BILD DDoS WELRDF=HICIFE, BE. BLDVRTLNMEENET,

RFC3365

IPv6 [RFC2460] IZDW\TIE. BEIE. 22DF T avIck>TEESNFET . RUDED . hop-by-hop T3> THY ., RybT—2I$TE%E5 X % DDoS D
K5 yREONET, 20&)(1 TIVRtoIUR A TLarThHY. BERANMIATEEZE5Z 2L/ v DEOIZHYET . WThDZEL. TDFT
AV EQOKIBREBEVD/ T YMEDO W EBRARD 128bit ROFRTRE, FPELEZ-KRBOESEDNRETRT 128t REEHET

RFC3514

DDoS W2 (NHE Y —ERPERE) D/ yhE AT —FRA U TRIRSNES

RFC3514

ERICHBETIRVE TVIE IERIEh, EOKREE LRI OBFICVDSERDEZHICL>TRIFSN TV SAIEREABELLDTT,

RFC3552

DDoS WE (L, T 2DHMEH CTHHETHDAIREENHYET

RFC3552

HEEL, JUER, LIELIE, ERO FORILVERETOT, BICALEDI—HFERECI>THLEL TS ESITRASNETT,

RFC3552

DDoS WE (LML T ZDARETT A, TRLILEEEIX. TOrILERFTIEIC. COBDKBERHL TV IIENEIFINET,

RFC3552

lLoose RPF]IE. EI[Z, Martian 7RL AD KSR RIS AL prefixes ZTILELET , Thid, BREIEENLZORIETTRLRA%ZEHD DoS WEDIRIESE
BB 512012, PYTAN =LAV B—TIA RIZERATEE T FIVAN) =LAV A—TARIZEVT, ThiL. ThA DRy ET—o1%, il ELamDn D
AT VRIAINBY T HE T 1 EVSRHDRIEELTOHFEZFT,

RFC3704

PRI Rl T HI=D
0)@7:70)7“&)[ )4’/7[/7(74)1«’5”)/7’&%%?‘6Ltli §§'C'¢'o_0)}45li %0);)1%%1%60)( EK%)UJ Y UNR %hb@)‘?] ZL\O)H/ A2 %
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BENTHE TRDESY,

* AT ULRITAINA) T EIZVISP £V T ILiR—LESNFI ORI T—IDRIZEVNTITHOhNABELNHYET

* [Feasible RPFI1Z3H DAV LRI ILAIL Y £ LLIE, RERA Strict RPF 1T =01, [REAEFEIZV ISP EXIILFR—LSNfzIyPRybT—H DRI
LEATEET,

*ISP LIV OmMADRYE I =V THLEEEDTRLAN, HEDRIET—IDNEMSEL /T IEDREETTRLARIZEHON TGN & IFRETT
DLENHYET,

x AR T RY F DREEIZ BTt ISP BRISAINT #EIC prefix QEAUDIILMES Amebhird Al Ed
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