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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.
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HMAC [RFC2104] I&. #iFEN 5 shared-secret BT I=vVTT . MENE—DMERELH>TLSEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BELEFrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1Z2F T 5OICRRATESRILIZEKRLET .

RFC3631

ESP [ISPRBE. T—REMTIRIE. ORI aAVLRAVTI) T4 VTLAFIE Y —ER (BB — VAL T IT4DBRK) . FLTRESNI=FSEYS
J0— FRMEFRET IOICERASNS, BESNDIY—ERE, EX2UTAT VI I—2a  ORABISRBIRINA T a v EF DREDEEIZIKET .
PR D EDY—ERELHMI L TEIRLTHEL, 72720, (ESP B, F1=IFBIIC AH Z2ERT A LICE>TREESN D) 10T 5T 2R E DN
WCSFRMEEFERALIZIE S . ZOMNEVIIEFHEY —ERZHFH I LITEIHIMEDTEBHKEEZ(TOFT LS A HEMENH S ([Bel9s] ZSBDL),
T—RERTREEIRTLAVL AL T I TAIEEEL TV Y —ERTHY (LIE, FEOTIRELIEMER) , (AT a>0) FHtELEAEHETH I Y
ELTR#ENS UTLATHIE Y —ERIE, T—2E R TRAIASRIREN BB COHFBIREN., CNRIFTLICZERDOHE TRIREN D, (FTIAILLTIE. &
ERTYILABLIZERESNE S~V RBEEEAL VAT ZIENBRENDN, COY—ERIGZERUNS—TVRESEFIVITEHEDOHEME
15%) . FoEVII7O—FHEDOIZIE, RIVE—REEIRT DBELHY . i, FSEVIEENT I LI >TEBRDRET LI TAZEIZT ENATHE
B ZX ) TAT— I A IZRET IONRENRNTH D, ST SFRMELEIFIVThEA T ar TEHEM. DEKELID I35 1 DIEBIRSh RIS
HBALY (MUST) CEITEFET A,

RFC2406

&5 R4 AO—F (Encapsulating Security Payload:ESP) [RFC-1827] I&. RAA—RT—42ZMEELTHILICLoT P T2V S LITHEHERET 22D TH
%o

ZM1EHTIX US Data Encryption Standard (DES) 7 )L X LD EES T 0w 45&4$H (Cipher Block Chaining: CBC) E—F [FIPS-46, FIPS-46-1, FIPS-74, FIPS-81]
DERERA= ESP OFIFRICDNTRBL TS, MJT L DES(3DES) EL TSN BN ER L, FEXOZTA T DT OvI%E 3 HITE>TUREL, ThT
NOETIFELZDEAFEAEINS [Tuchman79],

RFC1851

BIET2HBOMTHESNHUED 3DES 13, ERRIZIX 168 EVFDREITHD, COHTIE DES FILTIVXLICE>TEASNS 3 DDMILT= 56 Evb
DHBEEND, D 3 D2DFIAEFND 56 EVEDEIRIZ, NTFAEVRELTHERAT B/ M MEDO R THIE Wk (least significant bit) ZRL T, 64 Ewk (8 /A1) &
LTSN D,

RFC1851

BEERAO—K(ESP) [Kent98] £, RET RERMO—RT—RZEMEILTDLIZEST IP T—EYSLITHBMEEIRMT S, COMHEHTIL, CBC E—FIES
FILTYX LD ESP TOEMAEICDOWNTEHRBAT 5,

RFC2451

IPsec ETEIET D SMTP Ry avid. ZIEHERVDKYTERLS SMTP 5—b oA, HDLE. HoPZEHEEINT= SMTP 5—rozA/FDAvE—D
ISDWVTFMERM T 2 ENTEE T, ThHbL, ThiE, SMTP ORI a0 DE=OIFrRILEF 1 TAZRIELET, AvE—CHEE. 950705
ZEHOT—,ITAITURRIZEVNT, (BEHE. ¥ —rIz(Z2ERALETNIERYFEAN) ChiT. REMNEEX )T 2RI DRI HYET . U
TUARBITHT HHEIFRESATOET, BEEL T—2BRIEHESATEY . /7 IbME) T A TELGLD ST,

RFC3552

AES OEZE(L. UTDOLK DA DEFUEEARELTITHONE=,
+EXalTg
+ EBEMNTIEARNCE
+ —fRIZABAShTWSIE
+ AP THIMEERRNERTRIATESIE
+ RIE 128 EvbDTOvI YA XEH/ZHE
+RIE 128 Ewh, 192 Evb, 256 EVFDBEFRZ DL
+ AV —MI—REEH BARYINIZTTEIUN—RIIT7IZE T EMREAT)EHR
+ REOFZWE. Bt ZLT. BH5H

AES (%, BUFEE DS L0 51255, AES [E. RIETHRITETIE. BUFOIRIRERE (BERVVEL) IERERETDDICHATHHEFREND T £
NI EDRROERBICHEERASN D EFRISND,

IETF IPsec 7—F 255 IL—T 1%, [FEMIZIX AES % IPsec ESP DT 74 /LMNEE ELTIRAL, R ISEE LT Psec EEITEFEN D MUST DAT—RXIC
T523YTH5,

RFC3602

EESDE DNV RATFLOEFY
To1E BENEBEO7ILIYX L
NEE, BLUEFNLDT7ILTY X L
ERICHERASNEZF—DBREDOTEH
IIKBELET . TDEFUT0F. &
SIZHRERRDEX 1 TaZREET
BIEBEDHENGNI LR RIS
BE=OICVRTLIZE>TEASNS
JORALDIVSZTYLTELD
BEIZIKFELET .

3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CH LI (E, BIZTEREE I EFESRTE
123 ) ZRHEL. SOITUTL AT 2R EFRET 2OIFERASND, BB AT DY —ERTHY. X TAT7 VI I—a BRI SNSIRIZZ
ERIZE - TRIRENDIGEENH D (TIHILNTIE VTLATFLIZERSINEGS — TV RBEDAU D IVAVRERERIZERT 0, REAN—S L REEE
FIvITREEDHY—ERNEINELRD) AH [(ZEGEBTOMILIZINZ . P AYF DRTRELRRY SO D DRI ZRIET S, LHOLEAS, —8D IP Ay
BI4—ILRIEEREFIZETEIEDABY . I ZERICEELZBEOZD I —ILEDEIEERICFRTERNEDLEDLIELNH S,
ZDESHETA—ILEDEIE AH [ZESTIFRESNAL, 2T AH MY IP AYS TR T 2 RE L, HEABREMFNALDIZAS,

RFC2402

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC £, MD5 40 SHA-1 RED RERS/\v 1 BEHEWE DL
ARLEAEDHETHERT 5. HMAC DIFSELTORREX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret FREFET V=V TT, MENE—DMERELH>TLSEHEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1E2F T 5OICRRATESRLIZEKRLET .

RFC3631

ARV EBEEZ DLV T HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TOUTIZHSATLY
BIthIEAsmn e THY ., JA
REIREbhZEE, COWERIL, £
FNHENLDERYET,

3.1 FEEAM
SEMEINE T B OITERT EF A& BBMN OBRAIETHILENHYET . HUE. FIALLFEEFMICERTILERBRAILELNHY. Th
LNFREERIDEMRICK>TTANSNDIBENHYFET,
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* EOXTLIZDOWT, BETHERMEDIEFEZAFT 5, RFC3227
* TEF SO DI ERRBEEIRT 5,
* BERMUEDIEFICHEL, 8 5 ETRITT HIL— L TIELEINET 5, ~ - =
* SAT LOBHOTHhOBEEERT B, R ATl R TR
41 DA A DB aRML [FE>Avt— DT BREHBIEE
HtzlE TEDKSIEEHAE R SNIzM I TED LSRN IB LU ZNITONTREZT R TOEE I ZHAEICTERT 5 ENTERIET TT . *T‘L B4t A8 y * =
TREEN. LELENDIBENHYET A DAREIEABYET .
* ECT/WD/HICE> T AHLA R R IESh =D, RFC3227
* ECT/WWD /ISR T, AL, IREShizh,
* MDD AR NT A L12Y . FOHRIE, ED &SI, FhITREFEShID,
* WD EHILDARNTAZZEZ M, LD, EQLSITEENThhM, ENBESEEST.)
42 ECIZ EDEIIT—h4TTHh
WHELEES . (BFEYELN TOEWREEATA 7 TEEO EBIZHAINTOBIATAT I T—hAEV T ISHRASNIBRELSHYET, RFC3227
SEAAD T OERIE. BAGICHIRSNIZLEADHY . HREICXELINIDENBYET BASNTUWVENTIERERMTIIENTEIDLENHYET .
REAE., BESA=ERIBEDERLLEIY—ERIZTIVERTIEREE T INENEHIET HBIETYT . BIEICEHELTLFET A, TFRIELRA L, BIE
D2 DDAN=RALTHAIL |ERHTHIENBEETT , 50K COFEGHASHEICEAL T, BEEE. LIELIER-TRAZEK®T 5LEZXL5NTLVE| RFC3552
T BT EICEAREHRL. BAIFTA LA EDITAETEDINEIEEELETT,
R, BRI A ELNDERAR T, R EMTERAZERLE R A TLA. TAET HDORTET 0. BAAD=X LK, FDI1T4 e < K 575 B Al
MNHEASNTOEINENEHET DRI hRIEGYER A, RFC3os2 i‘ftjﬁ% fﬁf%ﬁ g);:?%’i?j'm%’&
SFHBTE (Confidentiality) : E_[O) R AllE. E%m[:iﬂﬂ@f%iﬂ_
E8IS7 7 2R S DEABATNTVGNER, foE 2. TOHEROE Bl: AVE21—EDT7 AN PFRIET =2/ ) ERDFRMED BT, TOER| RFCIT04 | sp=p smor NEFabhb, LA RATLERSE
EHDOEONLS T HIEROME, e TAIUAELA—FTHIUOEE
7z 3 L ez
T—BAT )T 1 (data integrity) —E R: BAISNTWVEWT—EOERICHLTHET 52X T4 —ER, ERMWAEE BEESL) L7 Tok RFC3365 -%ffjﬁf—bfiizf\\)mi Jﬁﬁ?fb
ICkPER(BEEED)DAAEEL . T—EANDEENRMAETHILERR T HILI2KD, "%o;;z?;wm?r ‘CL\%#‘ N
Axl/dD o
RYS— avbA—IL LRLIE, 202D REDBEETH IR LBANSRYET , RELE. RSN I—F DETERIIT SHAETT . RALMAE . MMIA
PO 11— M DBBIRICRIE SN D5 L3I, AU 3—rVbEFEVWTRASNIBDENHBYES, — B, a—FHRIISh =, RiE. [FO1—FH%F REG1636
DOA—HILERIZHLTTIERTEIENBASIN TSN IFHIET SR —ERDLEETT , RANBEIGE. T7A T I+—ILFD I IIAE, 7O+
REHAITBEIICEHTHLENTEET,
BCP 38, RFC 2827 (&, RSN =T RLATRYNI—VIZT IR T BT T4V ERT B L& T DB —ERBGERBEOZEEHIRL. [FT1v
JIZDNT ZDELWRETHA VT —VZ B A fETHAH L IEHRLECTHILEBRLTVET AU F— RV E DL SHRENLIHET HEDEIR
FIZNRELT. COMRBERELTVDRYRT—IIE, Flz. COBEP, Ry T—IBBITHT DRBESNIRDAVNT I ERD&S5HEMOBENSEE RFC3704
BEEVET, WP BREZEDTHEMNHDIEENBYET . (Fl: TILFHR—IDJI2KDIHE) REE. BEDAVTLRATANR) LT DEBRMAN=X L%
L. AT L RIAIAY VT I H—REIEER A EBIRL ., IS, RILFHR—IU T DEEITOVWTIERLET , COAEIE, RFC 2827 ZEHLET,
RFC 2827 (. MSP A%, R R YT —HIC &> CERITHEDATOENRIET T RL AN SEL DAY T—IITRAL T BT vIE BT B EITEHT, TSAVRREIZBEWNT, HBE LA
ZOBBEDONS TV IEERTHEIEHELET . TOTANAII TR ZORETTFL AN, LB Martian 7ELZ(0.0.0.0/8, 10.0.0.0/8, 127.0.0.0/8, RFC3704 | £ 45 LR HEANFIPFRLARAEZESZEMNTE
. . . n Nt < ~ = -IP7 2 .
172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, 240.0.0.0/4 FDHLH LT FLREZEL FHNIN=TFLRX BDITHAN T T1vIEEAFTH. CnIZRONFEE A, TR HEENEED/ IR ETLILA
g Y4BT LEBHTHREIZLTL
AEITBVTRHINDTAIWNAIV T FETIE, ESHETYT9IRAP FRLR) DD TFYT 10T (K BEICHL TIIEmELER AN, R LH 1= x4,
FYRT—oDHIZNBEHEEN, BRIZBITDITAILE) DT L—ILIZEHEMES=Y—ATRLRAZFERALT. COBOKBEH#T LI EEHEET K
EMN, ERISBHENTNSTYTv9ZA(IP PRLR) DEERIZELD., BAoEFRETTRLRAZERTIEEFIIETEHIC, TRTOAU4—RyMMEKETO RFC2827
RAF—IZ[E, SOXEITHRIN= TN AV T ERETHIENMEOOLNET . VLD I NI ISP A, BHEDF IV RN — Ly —- DR IRIERE
EoTL\5I84 . T DBRBIERUND DRSS T4 9EBCE=OIZ, BN 4074 L) T MERENZBELNHYET,
COBDIANAITERETHIEOFRICIE A TREBFOARLOREREBRITEBMTEIIENTEDLSITHRDILINHYFET Thik. KEEL. RFG2827
FHRO. EETIHETELEETTILRAEZERTILENHINSTYT,
‘ ‘ WEBAT—REZITMAE_ENTED
FIooY Ll ERZDRBAEDNYMENLGI NI —IADEEDT I LANTETH, ISR DT INERHRBIEEHEET ., O —r U RES L, D CEITiRILT BB A /SRANDARR
== (—BO)BHFEHAT BLET, FToo P AL, VT A (BEE) IHBENS, B (EFHEEDS7) LTV T ERNRAE, HLUIRBES AR ) [F. FT. BHE/SRLITHT=SH
EENDIL—A—IZE o TRESNDIBELHS IENTEE T ML X 1UTa1E, O—7 A EB) LBV LABLGHNFEL—T1O VT EROTL4ME | RFC2198 R = : |~-|-°1:] "‘—*éiié?“l-fhli?:%
SALICEOTARETY . ChIFRABENAVFT—IOMRAS— (R EHET SOEHEET  BEALORR(E, BHRELET HOIZH A —/S—~vF ok N ﬂn,/( + ‘Jel,'cz‘dﬁl“b'ct 5& e
(B#)TY. o p NA[ET
AN, IKHBELRYFEEA,
_ o ) B . . . . ro RN TR T LD HBIREETT
COEHDORENTI=v V(L. P TTL Off [IP] ZRFSHETY . TTL [F. FEEEICL 0T BESHATRIEESENO T, TRV, TTTL AY 255 12 DFH=wrEERTHEXLTEMN
EURTHILIE [T R TOREEN TTL £RES - LIEBBTEES RIS, REH, [HRBL TN/ T VE A— DUV I ENLOEDTHILEL | oo |R—UVID BECE. 20 L5 Z‘A‘GE
BSIRMELLET  FoRUV T O RT LD HHRETIDTI=vIE AT AEE LIRSV ETT , ZNEIHVRT LTI, TTLERE R TI2/ v BB B TTL&‘&%&?“(‘?@/JF; B b
A &E % T B - P’ bl
SELAREMLHINE T, BITEENE G B IS
<LBNZERREIN TV ERERELUTIZEEDS >
EERMTF VoY Al A RICEORIERETHILICHEITETE I, TR to ARRARBEIZBVTHERATY . BERMMNF VoY LIZDNT, REC1704
FHEE FOREE. BEFTT.
REFESFRMEDT A DI RRE to RAMBIZENTERSNDIBAITONT, yiav DS ik, LBERESHEMT. ARBESEMN. HIVIEAE0MEHE
hEEFESTC EEHITIILNTETT, LHBESEMOF AT, BEBEZEMICLET , BRRAMNEL. ZOFERARANEZEREA SN0, BESEL. ZDOBEE| RFC1704
DIARL—T AV TV RTFLDANZXLIE, BHRAMRIZEWNTHELET,
[7RZ b to RRA M RN =D ABRIE S AT LADFIRAIE, 12— to R DB ELELMBORIEMBEIZEHEVESITT, YLFI—FBEEFL DR
ME. Z0REI—YDSHEIN-ZEHICREFL. ZOMBERBTEIENTEET, (PC P Mac DEIH) DU INIA—FREDHELLELF 27 THELDR| RFC1704
TLIERDIKOVEETTN, RY—M—FEES7TR—F4H, ThoDEHITEZ BT TT,
ISAKMP Tl SA O#EIL, # TP T—2av BE. HIRETESILOOFHEL/ AT IMNEREERT S, RFC2408
SA [ZIE.IP BHY—ER (NFREEORAA—R T ILE), SV RR—b 07T r—2aV BTOLDHE R BR YR I =Y —E RETE3HIBRE REG2408
LShBTRTCOERNEEND,
SA B (LREE) ZRTLOEENSTELICYIYEET 2012, ISAKMP [T OrILEZRAIEN D, RFC2408
SA [, IPSec 121HTHL, FNEFERDZDIESLTIL TR LERELT LT X LEYR—FLAEFNIERDRLY, RFC2408
HMAC (R ZEEBIETILTVRXLTHSD, HMAC MM T BT —4A T ) T4ET—RERTRILL. MEROERXHEHEICRESNS, RFC2408
SA [FE- BB TOMILDO=HDHRAMNIEIGIRAEL, EMETOMILO=ODI—HICHIGIRAEE K R— AT IEESEL, RFC2408
SA (. REWBIEETESHODOEF T4 —EREEDLSIFIAT I ELRBRT S, ZDULDIUTAT/DEETHD, RFC2408
IPSec (AH, ESP) TER SN RSN SSAEMIL [SEC-ARCH] TEZEESN TV, IPSec SA D=ODEIEIZIL., REFEHE, BEAETILTYXL, 7TV L
E—R,#E. IV (nitialization Vector: F1ELEEF) NEFENZIH. CHLIZRESNTLD DT TIEEL, ZILTUX LAEHENSMIIL-EX1) 7121289 5| RFC2408
toTForaiLiL, SA BEICHT 2B OEREZEELGTITESLL,
BE. AvE—CRHAa—RE. MBERELETS 2 DOMEBORITEONDERERI T H=0OIZFERSND, RFC2408
SA FEILIE.IP R—RDFYET—HDIzDIZEBINFREETOILO—BH THEIFNIFESL, RFC2408
ISAKMP (&, f@3SA D FORaJL (ESP/AH 12E) DT=HD SA DFEIL AL TV T4 T4 THOTOrILKBEIRBT S, RFC2408
SA FEILIE.IP R—RDFYET—HDIzDIZEBINFREETOILO—BH THEIFNIFESL, RFC2408
VAT LB TORELEFrRILDILE EIFTOM. ISAKMP [T TITEF T4 Y —ERDNFEELTWAILERHRICETERLDO T, B BHTHLA DIREE RFG2408
Y SRITNIEESEL,
SA [, IBHRERETH-HICHERSIS. RIS —LBOEINTHD RFC2409
ISAKMP SA (&, COTRFILDT T, E7RIMNBIELRET D=0 RTVI—2avTHAT S EAESNTVWSRIL—ERTHS. RFC2409
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