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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.
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ARLEAEDETHERT 5. HMAC DIFSELTOREIX, FRALTLS/N\Y 2 BHO T/ TAIKET S,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret BT V=V TT, MEDE—DWERELH>TLSIEE . HVMAC . HEPBEEDAYE—U %R T 51
OIZFERET , Thid, BLEFrLoOEEH. Thik, THMAC [E, BiL -2y ar DT A1Z2F T OISR TESRILIZE®RLET .

RFC3631

ESP [X5PRbtE. T—RERTTEREE. AR aV LRIV TI)T4 N TLABEY —EREH R —T o RA T T14DRK) . FLTREShI=FSEYS
J0— SFRMEFRBT IOITERASNS, BESNDIY—ERE, EX2UTAT VI I—2a  ORMLBISRBIRINA T a  EF DREDEREIZIKET .
SR D EDY—ERELIMI L TEIRLTHEL, 72720 (ESP B, F=IFBIIC AH ZERT A LICE>TRESN D) 10T T4 2R E DN
WCSFRMEEFERALIZIE S . TOMEVIIEFHEY —ERZHFH I LITHIHIMEDEBH K EEZ(TOFT RS A HEMENH S ([Belds] ZSBDIL),
T—RERTREEEIRTLAVL AL T TAISLEEL TV Y —ERTHY (LIE, FEOTIRELIEMER) , (A T3> 0) FHtELHEAEHETH I a3y
ELTIR#ENS UTLATHIE Y —ERIF, T—2ERTRIASRIREN BB COHFBIREN ., CHRIFTLICZERDOHE TRIREND, (TIAILLTIE. &
ERTYILABLIZERESNE S~V RBEEEAL VAT ZIENBREINDN, COY—ERIGZERUNS—T U RESEFIVITHHEOHEME
153), FSEVIIO—FHEDOICIE o RILE—FEEIRTIBLENHY . Chik. FSEVIEENT I LICE > TREDEIETEITEEIRT LM AEE
B XAV TAT — I A IZRET IO RENBENTH D, ZOT FHELRILFVThEATar TRH I, DEKELIDSE 1 DIFBRESNGZThIE
B (MUST) CEISEET L,

RFC2406

&5~ 4 B—K (Encapsulating Security Payload:ESP)[RFC-1827] [, RAA—RT—4%ME 5L T DI LIZKoT IP TR SALITHEEFRETILDTH
%o

ZM1EHTIL US Data Encryption Standard (DES) 7))L X LD EES T 0w 45&4H (Cipher Block Chaining: CBC) E—F [FIPS-46, FIPS-46-1, FIPS-74, FIPS-81]
DERERA= ESP OFIFRICDOVTERBL TS, MJT L DES(3DES) EL TSN BN EH L, FEXOZA TR DT OvI%E 3 HITE>TREL, ThT
NOEITIFELZDEAMFEAEINS [Tuchman79],

RFC1851

BIETHHEBOMTREINSWED 3DES BI&. RIFIZ(X 168 EVFDREITHS, COHICIE DES ZILTVXAIZK>THEASNS 3 DOMIILT- 56 Ewk
DHBEEND, D I D2DFIAFNAD 56 EVEDEIRIZ, NTFAEVRELTHERAT B/ M MEDO R THIE vk (least significant bit) & RL T, 64 Ewk (8 /A1) &
LTI D,

RFC1851

BEERAO—K(ESP) [Kent98] £, RET RERMO—RT—RZEMEILT BLIZEOT IP T—EYSLITHBMEEIRMT S, COMHEHETIL, CBC E—FIES
FILTYX LD ESP TOFEREICOVWTERBAT S,

RFC2451

IPsec L TEIET D SMTP ORI avid. ZIEHERVIDKYTERS SMTP 5—b oA/, HIL L. HoPZEHEINT= SMTP 5—rozA/HDAvE—D
ISDWVTSFMERM T 2 EMNTEE S, ThHbL . ThiE. SMTP aR52a0DE=OIF v RILEF 1 TAZRIELET, AvE—CHEE. 954705
ZEHOT —,ITAITURRIZEVNT, (BEHE. ¥ — Iz, 2 ERALETNIERYFEEAN) ChiT, REMNEEX 1) T 2RI DRI HYET U
TUARBITHT BHEIFREShTOET, BEEL T—2BRIEHESATEY . /7 IbME T A TELGLD ST,

RFC3552

AES DEZE(L. UTDOLK DA DEFREEARELTITHONE=,
+XalTg
+ EBEMNTIEARNCE
+ —fRIZABShTWSIE
+ AP THIMEERRNEMNTRIATESCL
+ RIE 128 EvbD IOV YA X &/ HE
+RIE 128 Ewh, 192 Evb, 256 EVFDBEFRZ DL
+ AV —MI—REEH BARYINIZTTEIUN—RII7IZE T EMREAT)EHR
+ REOFZWE., Bt ZLT. BH5MH

AES (%, BUFEE DS L5 51255, AES &, RIETHRIITETIE. BUFOIIRERE (BERVVEL) IERERET DD+ ATHHEFREND, T £
NI EDRROERBBICHEEEASN LT RISND,

IETF IPsec 7T—F 255 IL—T 1%, FEMIZIL AES % IPsec ESP DT 74 /LMNEE ELTIRAL, HFISEE LT Psec REITEFEN D MUST DAT—RRIC
T523YTH5,

RFC3602

EESDE DNV RATFLOEFY
To1E BENEBEO7ILIYX L
NEE, BLUEFNLDT7ILTY X L
ERICHERASNEZF—DBREDOTEH
IIKBELET . TDEFUT0F. &
SIZHRERRDEX 1 TaZREET
BIEBEDHENGNI LR RIS
BE=OICVRTLIZE>TEASNS
JORALDIVSZTYLTELD
BEIZIKFELET .

3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CH LI (E, BIZTEREE I EFESRTE
123 ) ZRHEL. SOITUTL AT 2R EFRET 2OIFERASND, BB AT DY —ERTHY. X TAT7 VI I—a BRI SNSIRIZZ
ERIZE - TRIRENDIGEENH D (TIHILNTIE VTLATFLIZERSINEGS — TV RBEDAU D IVAVRERERIZERT 0, REAN—S L REEE
FIvITREEDHY—ERNEINELRD) AH [(ZEGEBTOMILIZINZ . P AYF DRTRELRRY SO D DRI ZRIET S, LHOLEAS, —8D IP Ay
BI4—ILRIEEREFIZETEIEDABY . I ZERICEELZBEOZD I —ILEDEIEERICFRTERNEDLEDLIELNH S,
ZDESHETA—ILEDEIE AH [ZESTIFRESNAL, 2T AH MY IP AYS TR T 2 RE L, HEABREMFNALDIZAS,

RFC2402

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC £, MD5 40 SHA-1 RED RERS/\v 1 BEHEWE DL
ARLEAEDHETHERT 5. HMAC DIFSELTORREX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret FREFET V=V TT, MENE—DMERELH>TLSEHEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1E2F T 5OICRRATESRLIZEKRLET .

RFC3631

ARV B DLVT HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TYUTIZHSATLY
BIthIEBsmnE1THY ., EA
REIMEbhZEE, COWERIL, £
FNHENLDERYET,

3.1 BEAK
SEMEINE T B OICERT AF A BBMN OBRAIETHILENHYET . HUE, FIALLFEEFMCERTILERBRAILELNHY. Th
LNFEERIDEMRICK>TTANSNDIBENHYFET,
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* S, ECIZHDIMN? EDVRTLNAU D TUNIBERAENTNSD, Tz, EOVRATLNGIHMNINESNEINE RIS,
* M EEL. F-EBTRETHYEINERILT S, RENEDONIEE FELTLSDTIHAL EHTETS,
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* EOXTLIZDOWT, BETHERMEDIEFEZAFT 5, RFC3227

* TEF SO DI ERRBEEIRT 5,

* BRMEOIEFIZHEL, 5 5 ETRITHIL—ILTIERERET S, ~ - =

* SAT LOBHOTHhOBEEERT B, solo RATIRaE. BETEML
41 PART DB ABEBIE T.BALELSELTWWBAYE—D L

i T L0 3 (= EE R ) S BRI e kg = . = A (TESAvtE—CICBRESERHIEE
BtzlE TED KA FE RSN IzA L TEDKSITH/ON M B LU ENIZONTRE LT R TOBE IZHEICHERT LN TESET T, = B NS U
TREEN. LELENDIBENHYET A DAREIEABYET .

* ECT/WD/HICE> T AHLA R R IESh =D, RFC3227

* ECT/WWD /ISR T, AL, IREShizh,

* MDD AR NT A L12Y . FOHRIE, ED &SI, FhITREFEShID,

* WD EHILDARNTAZZEZ M, LD, EQLSITEENThhM, ENBESEEST.)
42 ECIZ EDEIIT—h4TTHh

WHELEES . (BFEYELN TOEWREEATA 7 TEEO EBIZHAINTOBIATAT I T—hAEV T ISHRASNIBRELSHYET, RFC3227

HIANDOT VR, BHEICHRENDLEN Y, BRICXBILSNIBEABYET . BN TOEVNT Y ERERAT SN TEIRENHYET .

RA L, RSN TR BEEDERLLLEIY—ERICTIERT I ERERA T INENEHET 2B TT . HEICEELTOET A, REELRBA L. BIE
a)zoo)ﬁ: ALTHILIERHTIENEETYT . $Zo  COFEGHAEHEISEALT, 3B, LIELIER-TRAZEKT HLEZ LN TLVE| RFC3552
T BT EICEAREHRL. BAIFTA LA EDITAETEDINEIEEELETT,

RAl(E, BREEICRILG BT ENDERAARTT N, RAEMTERAEERLEEA. LA 1TEZ T 5-HDRAET SRI1C. BAAN=I LK. ZDTE S : 57 Bt
75\u#—réhtuxéb\m\ﬁleré;ot EshRIFRYER A, RPC3s2 2 Egﬁ% t%i{gﬁ;g);jjfjmj
SFHBTE (Confidentiality) : _-[0) RAllE, E __E!.;&E’_'{I iEﬁq:'C%iﬂ'

BRICTIERTHIENBASNTOENED, f-EX . ZOEHROB B AVE1—2DT7AIL PR T—r N ERD RN HoTH, TDIEHR| RFC1704 nEr LS NI abhb, LN AT LEERE
EHROLNESIT BEBROME, a5t R FAHAYUREA—HFThHYULDIEE

L
T—BAT )T 1 (data integrity) —E R: BAISNTWVEWT—EOERICHLTHET 52X T4 —ER, ERMWAEE BEESL) L7 Tok REG3365 éffjﬁ;*bfiuizf\\)mi Jﬁﬁ?im
ICkPER(BEEED)DAAEEL . T—EANDEENRMAETHILERR T HILI2KD, A
FORFNMNELHG>TLET,
RYS— avbA—IL LRLIE, 202D REDBEETH IR LBANSRYET , RELE. RSN I—F DETERIIT SHAETT . RALMAE . MMIA
B0 11— M DMBBIRICRIE SN D55 L3I, 18— rvbEFEVWTRASNIBDELNHYES , — B, 21— #b\mrtéht CRIE TEO—FHE REG1636
DOA—HILERIZHLTTIERTEIENBASIN TSN IFHIET SR —ERDLEETT , RANBEIGE. T7A T I+—ILFD I IIAE, 7O+
REHATILIICEHTHIENTEET,
BCP 38, RFC 2827 (&, RSN =T RLATRYNI—VIZT IR T BT T4V ERT B L& T DB —ERBGERBEOZEEHIRL. [FT1v
JIZDNT ZDELWRETHA VT —VZ B A fETHAH L IEHRLECTHILEBRLTVET AU F— RV E DL SHRENLIHET HEDEIR
FIZNRELT. COMRBERELTVDRYRT—IIE, Flz. COBEP, Ry T—IBBITHT DRBESNIRDAVNT I ERD&S5HEMOBENSEE RFC3704
BEHEVET, ChHBEZETTEREENHIEELHBYET , Bl RILFR—IUFI2LBI58) REL BEDAVTLRIAIVEIL T DERNAN=X L%
Bl AT LRI T I T 52— MR A EBIRL ., 812, TILFHR—IU T DEEITOVWVTIERLET  COAEIE RFC 2827 ZEHLET,
RFC 2827 (. MSP A%, R R YT —HIC &> CERITHEDATOENRIET T RL AN SEL DAY T—IITRAL T BT vIE BT B EITEHT, TSAVRREIZBEWNT, HBE LA
TOBEDIS TV IERRT HCLITERLET  TDITALEIL T (E ZORETT EL AN, LM S Martian 7112 (0.0.0.0/8, 100.0.0/8, 127.000/8, RFC3704 [ 424 LR EEINFEIPTRLREESIZEMNTE,
172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, 240.0.0.0/4 FDHEPZFRLREELFHEIN-TRL R B ITHINST1vIEEHFTH, ChIZRONER A, T4 BEENKEED STy ETLILE
g YU B EEBOTHREHIZLTL

AEITBVTRHINDTAIWNAIV T FETIE, ESHETYT9IRAP FRLR) DD TFYT 10T (K BEICHL TIIEmELER AN, R LH 1= x4,
FYRT—oDHIZNBEHEEN, BRIZBITDITAILE) DT L—ILIZEHEMES=Y—ATRLRAZFERALT. COBOKBEH#T LI EEHEET K
EMN, ERISBHENTNSTYTv9ZA(IP PRLR) DEERIZELD., BAoEFRETTRLRAZERTIEEFIIETEHIC, TRTOAU4—RyMMEKETO RFC2827
RAF—IZ[E, SOXEITHRIN= TN AV T ERETHIENMEOOLNET . VLD I NI ISP A, BHEDF IV RN — Ly —- DR IRIERE
EoTL\5I84 . T DBRBIERUND DRSS T4 9EBCE=OIZ, BN 4074 L) T MERENZBELNHYET,
COBDIANAITERETHIEOFRICIE A TREBFOARLOREREBRITEBMTEIIENTEDLSITHRDILINHYFET Thik. KEEL. RFG2827
FHRO. EETIHETELEETTILRAEZERTILENHINSTYT,

‘ . WEBAT—REZITMAE_ENTED
FrooY Ll ERZDRBAEDNYMEMGIYNT—IADERDT I LANTETH, ISR DT INERHRBIEEHEET ., S —r UV RES L, D CEITiRILT BB A /SRANDARR

== (—BO)BAFEHAT BLET, FToo P AL, TVTLA (B IHBENS, B (EEHEEY 1) LTV T ERNRAE, HLIRBES AR ) [F. FT. BHE/SRLITHT=SH
EoENDIL—E—IZE o TRESN IR ELHCIENTEE T, BhELAEF1UTAE. OV REB)BVLLEABZHN FEL—T1o T EROT LA | RFC2198 - l‘\bfﬁl°°—§i§éf‘l+hlifthi
SISO TARETY . ChIFRABENAVFT—IOMRAS— (R EHE S SOEHEET . BEALORR(E, BHRELET ZOIZH oA —/S—~vF AR cakiihtiote
am s, Bh. CHIETRLTARAIRETIEHYE
AN, IKHBELRYFEEA,
_ o — . _ ro RN TR T LD HBIREETT
COFHDFEMTI=v (&, IP TTL OfE [IP] Z4&EET 5L T, TTL 1. RIREEF (LT, BHESAGTAEESRNOT, TARILIE, TTTL A 255 (2 0)7‘-7_‘17’&@}%#‘6&%[3}11‘7’3“
TYNTBILIE [T RTDREEN TTLEZRET I EIZHHTEET, RIC. ZEFL. AL TV YNNI RA— DU I EHMS0LDTHSILEL RFG3552 V1] BB, 20 E550 2T LTI,
BIRNELLET PRV T VAT LRHIRETIDTIZVIEFERTIESITTEIDETT, FDLIRV AT LTI, TTLERER T2/ 7y ERB 27 AT
S DA BB IDTE TILERBEE T/ Vb @idd e
WHEERHEIMETY .

<LBNZERREIN TV ERERELUTIZEEDS >
IPsec ESP A%, L\AVE5 MAC ELICHEHON TWIGE . RBEENR -V LOWEERD BEILSIN,ST4v0E RO TEETARETT . RFC3552
WEEE, 2V FA—ILLTWSR—MIRIET BIPAYE E  IBEEIESNIZIP/RTYNMIRALET RFC3552
IR RAMZIE S TRESNDLEE, ChITHBMICESSh . KEEOR—MIEEEIhET, RFC3552
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BLTRITANONETHEMER/NRIZT DRIICRIRENIBENHYFET .
HMAC (R ZEEBIETILTVRXLTHSD, HMAC MBI T 2T —4A T ) T4 LT —RERTRILL. MEROERETHTHEICRESNS, RFC2404
IP SB5E~Nv4 (IP Authentication Header (AH)) [&, IP T—42J S AIZRLTARILAV L RAU T O T4 T —RERRITTEREE (T LIBR (K, BIZTEREE I &M & REC2402
129 2) &1L, SDITUTL AT 2R EL BB T 2-OICERASh S,
ESP [X5FfbtE. T —REMITREE. aRIaV L ALV TI)TA VTR —E X (BB MIES—T o RV TI) T4 DRR) . FLTREShI=ISEYY RFG2406
J0— SRR RET AOICERShS,
BEFERIC& T BA-BADHEANAEFELS, HIZE (U 2—RybERVDISE LR A - R ADHEIILIP /7 ybE RS T CIERERICITTELRL REER
BE. AvE—CRAa—RE. BBERELETS 2 DOMEBORITEONAIERERIL T H=0OIZFERSND, RFC2104
CCISREN AV E—D RO EHAITBET 2 X 2T 1%, /"y 2B H DRSNS GFEOERADENE (ZOMMELIWE TIUF LEHEL.
ZTOEHDOE A KBEICHASHZFIASNEVEWSIHZEIIRONS) LEL2DTOVIISERT B0 XM H OAvE—UREEICBET 5 E (HMAC T REG2104
Z. ShdDTavIIZREID H ST EDRENETNSH. KREHITIZXThODTAvIO—EHIZESNEL, 2. ChoDTOvs T RTEREENRARD
LIFTERL)ITIRET B,
IPsec [, IPv4 HLU IPv6 [CHL T, HEEGA T RELBEEEA—RO X1 T EIRETHLSICEFINTLS, RFC2401
&1ﬂéhét$1'ﬁ4ﬂ ERIZIE, TORRFE, AR aVLRAOTTUTA T—RERTRIE. UIL AT R E(BRWES—T 2 RA T T 4 RFG2401
DOFRX) . FHEEES) . TLTRESAINSIrvo70—FRENEEND,
hHDH—ERIFIP BIZBWLTIRMtEN., IP 20 LB TOMIILOREKEEL IR T 5, RFC2401
hoDY—ERDBEIL., FBIEAYS (AH) & P BEEERAA—K(ESP)D 2 DDST4voEFaUT47OrILDF A, BLUVESREEFALZTOTAMN RFG2401
ILDOFRIZE>TERSNDS,
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O HEMHR
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