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IPsec creates a boundary between unprotected and protected interfaces, for a host or a network (see Figure 1 below). Traffic traversing the boundary is VPNO)ﬂJFﬁ (i_~ ﬂﬂ R 0)77°IJ’7-_V3
subject to the access controls specified by the user or administrator responsible for the IPsec configuration. These controls indicate whether packets cross the :/[:tj\—‘l') T4 —E Z%?Eﬁisj_%)
boundary unimpeded, are afforded security services via AH or ESP, or are discarded. RFC4301 o)lzﬁlf—c{:\iﬁ'/\/o 7(3:'@'@6\ )]
IPsec security services are offered at the IP layer through selection of appropriate security protocols, cryptographic algorithms, and cryptographic keys. IPsec ;573:77"[) 17-—3/3:/|:'i~ rEot
can be used to protect one or more “paths” (a) between a pair of hosts, (b) between a pair of security gateways, or (c) between a security gateway and a host. A = e SR — $E A
compliant host implementation MUST support (a) and (c) and a compliant security gateway must support all three of these forms of connectivity, since under j&#—;:sz#uié_ﬁé%?éggé&\sg
certain circumstances a security gateway acts as a host. = & =
BHBTY,
TRE, FYET—IHITEFENIVRAR—NAYT —DEBICEH>THLLINDBENLEBREEZEBLER A, BRI, [IPsec HMEDNTINDEE, ZDMY REC3360
RAR—bAYE—F, b RIVE—FEMSYRR—FE—F [ESP, AH] DA ICEWTH#ESN D EIEEHLET . |
IPsec [RFC2401],[RFC2402] [RFC2406],[RFC2407],[RFC2411] (&, —HRE7. IP BOREBLEREDTOPILTT , F5THAHN T, Thid, TCP & UDP O
HEECITRTOLMBEHELETS . ZOEEDBHEDOHE L, 7R to RRM I, THRRE to F—F Iz IBLUIN 7 —bD 1A to ¥'—F I ITT, ZDIE [ RFC3631
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TLEBEIC, FYSDBEFEL LT ARENHYFET,
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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.

RFC4303

CDAETIE.IPSEC BEBERAO—FD,ETAR [ESP] KU IPSEC FREEAN YA DEETHR [AH] TORFED LA EL T, SHA-1 7JLTY X L [FIPS-180-1] &4
H#EHET HMAC 7)LT1) X L [RFC-2104] DFEFEICDWTERBAT %, HMAC-SHA-1 (&, T—RE TR LA TI )T REFIRIET 5,

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC &, MD5 40 SHA-1 RED RERES/\v 1 EHERED £
ARLEAEDETHERT 5. HMAC DIFSELTOREX. FRALTLS/N\Y 2 BHO T/ TAIKET 5,

COXENOHERATE. BEDES7ILIY X LEELIZ HMAC-SHA-1-96 LI RX LZERT AL MIFARBEIRHSN TUEL,

RFC2404

ES/ W aBHEFERLTAY R E TR MA THS HMAC (2D TR T 5. HMAC (£, MD5 40 SHA-1 RED RERS/\v 1 BEHEHE DL
ARLEAEDETHERT 5. HMAC DIFSELTOREIX. FRALTLS/N\Y 2 BHO T/ TAIKET 5,
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HMAC [RFC2104] I&. #iFEN 5 shared-secret BT V=V TT . MEDE—DMERELH>TLSIEE . HVMAC . HEPDEEDAVE— %R T 57
OIZFERET, Thid, BfLEFrLoOEEH. Thik, THMAC IE, BT v-EYSar DT AZ2F T 5OICRRATESRILIZE®RLET .
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ESP [X5PRbtE. T—RERTTEREE. AR aV LRIV TI)T4 N TLABEY —EREH RS —T Vo RA T IT4DEKX) . FLTREShI=FSEYS
J0— FRMEFRET IOICERASNS, BESNDIY—ERE, EX2UTAT VI I—2a b ORABISRBIRINA T a  EF DREDEREIZIKET .
PR D EDY—ERELMI L TEIRLTHEL, 72720, (ESP B, F2IFBIIC AH Z2ERT A LICE>TRMEIN D) 10T T4 PR E Db
WCSFRMEFERALIZIE S, TOMEVIIETFREY —ERZHFH I LITEIHIMEDTEBHKEEZ(TOFT LS A HEMENH S ([Bel9s] ZSBDL),
T—RERTREEEIRTLAVL AL T I TAIEEEL TV Y —ERTHY (LIE, FEHTIRELIEMER) , (AT a>0) FtELHAEHETH I Y
ELTR#ENS UTLATHIE Y —ERIE, T—2E R TRAASRIREN S BB COHFBIREN., CHIFTELICZERDOHE CRIREND, (FTIAILLTIE, &
ERTYILABLIZERESNE S~V RBEEEAL VAU T ZIENBRENDN, COY—ERIGZERUNS—T U RESEFIVITEHEDOHEME
15%) . FoEVII7O—FHEDOIZIZ, O RIVE—RFEEIRT IBLELHY . Chid, MSEVIEENT I LI >TEBRDRET LI TAZEIZT LN ATHE
B ZX ) TAT = IIAIZRET IONRENRNTH D, ST SFRMELEIIFEVThEA T ar TEH LM, PEKELID I35 1 DIERIRShGRTNIE
HSALY (MUST) CEITEET A,
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&5 R4 A—F (Encapsulating Security Payload:ESP) [RFC-1827] [&. RAA—RT—42ZMEEILTHILICLo T IP T—2Y S LITHEHERET 22D TH
%o

ZM1EHTIX US Data Encryption Standard (DES) 7 )L X LD EES T 0w 45&4$H (Cipher Block Chaining: CBC) E—F [FIPS-46, FIPS-46-1, FIPS-74, FIPS-81]
DERERA= ESP OFI AR DNTRBL TS, MJT L DES(3DES) ELTHSNBINER L, FEXOZTAETADOTOVI%E 3 HITE>TUREL, ThT
NOETIFELZDEAFERAEINS [Tuchman79],
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BIETDHBOMTHESNDIWED 3DES 13, EMRICIL 168 EVFDRETH S, CORITIE DES 7ILTIXAIZE>THEAENS 3 DOMIILT 56 Evb
DBEEND, D 3 D2DFIAEFND 56 EVEDEIRIZ, NTFAEVRELTHERAT B/ M MED R THIE Wk (least significant bit) ZRL T, 64 Ewk (8 /A1) &
LTI D,
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BERAO—K(ESP) [Kent98] X, RET RERMO—RT—REMEILTBLIZEST IP T—EYSLITHBMEEIRMT S, COMHEHTIL, CBC E—FIES
FILTYRX LD ESP TOFEREICDOVWTERBAT S,
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IPsec L TEIET D SMTP Ry avid. FIEHERVIDKYTERLSD SMTP 5—b oA/, HIWL L. HoPZEHEINT= SMTP 5—rozA/HDAvE—D
ISDWVTSFMERM T 2 ENTEE T, ThHbL, ThiE, SMTP aR52a0 DEOIFrRILEF 1) TAZRIELET, AvE—CHEE. 954705
ZEHOT—,ITAITURRIZEVNT, (BEHE. ¥ —rIz(ZERLETNIERYFEEAN) ChiT, REMNEEX )T 2RI DRI HYET U
TUARBIIHT HHEIFRESATOET, BEEL T—2BRIKHESATEY. /7 IbME) T A TELGLD ST,

RFC3552

AES DEZE(L. UTDOLK DA DEFEEEARELTITHONE,
+EXalTg
+ EBERNTIEARNCE
+ —fRIZABShTWSIE
+ AP THIMEERRNEMNTRIATESCL
+ RIE 128 EvbDTOvI YA XEH/ZHE
+RIE 128 Ewh, 192 Evb, 256 EVFDBEFRZ DL
+ AV—MI—REEH BARAEYINIZTTEIUN—RII7IZE T ENREAT)EHR
+ REOZWE., Bt ZLT. BH5MH

AES (%, BUFIEE DIES L7 51255, AES &, RIETHRITETIE. BUFOIIRIERE (BERVVEL) IERERETDDICHATHHEFREND T £
NI EDRROERBBICHEERASN LT RIS D,

IETF IPsec 7T—F 255 IL—T 1%, [FEMIZIX AES % IPsec ESP DT 74 /LM ELTIRAL, R ISE S LT Psec EEITEFEND MUST DAT—RRIC
T523YTH5,

RFC3602

EESDE DNV RATFLOEXY
T4IFEIENBEDT7ILTY X L
NS, BEUEFNLDT7ILTY X L
EHICHERASNEF—DREDEH
IZIRBELET . TDEFUT0F. &
SIZHRERRDEX ) ToZREET
BIEBEDHENGNI LR RIS
BEOICVRTLIZE>TEASNS
JORALDIVSZTYLTELY
BEHECIKELET,

3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CH LI (E, BIZTEREE I EFESRTE
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OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1E2F T 5OICRRATESRLIZEKRLET .

RFC3631

ARV EBEEZ DLV T HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TOUTIZHSATLY
BIthIEAsmn e THY ., JA
REIREbhZEE, COWERIL, £
FNHENLDERYET,
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