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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.
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HFEHET HMAC 7)LT1) X L [RFC-2104] DFEFEIC DUV TERBAT %, HMAC-SHA-1 (&, T—RE TR LA TI )T REFIRIET 5,

S/ \v M EFERL TAYE—URAEITHIMEA THS HMAC 2DV TEEER T 5, HMAC (£, MD5 4> SHA-1 REDREE S /v 1 ¥ EHZ DL
ARLEAEDETHERT 5. HMAC DIFSELTOREX. FRALTLS/N\Y 2 BHO T/ TAIKET 5,

COXEDOHERATE. BEDEST7ILITY X LEELIZ HMAC-SHA-1-96 LI RX LZERT AL MIFARBEIRHSN T,

RFC2404

B2\ BHEFERALTAYVE—UEIETHSEHEA THS HMAC [2D UV TERH T 5, HMAC (&, MD5 40 SHA-1 BEDREREE /v 1BMEWE DL
ARLEAEDETHERT 5. HMAC DIFSELTOREIX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret FREFET V=V TT . MENE—DHWERELH>TLSIEE . HVMAC . HEPBEEDAYE—U %R T 51
OIZFERET , Thid, BELEFrLoOEEH. Thik, THMAC IX, BiL 2y ar DT A1Z2FHT 5OICRRATESRILIZE®RLET .

RFC3631
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3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305
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AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
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and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH. RFC4302 [ . N
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