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BBHLEIEST, P BIHT2EF2 T Y —ERZRET B, Psec [§. RRME, £F2U T RO, BEVLF2UTAF—bITAERREOBD 1 DL oo, RHLALETRENE. T2, 7T
EOTRBIOREIHATES (X2 T4H—F YA )&, Psec TORINERETZHHEORTLERTEDELT, IPsec XELATHLSNS, HIZ I, T—2aV AR E IR T 54D
IPsec #RETDHIL—F0TFAT IA—IE X2V TAT—boz(L1D), —XLELDEREMEAHYET,
IPsec AMRHAREGLF 21T F—ERICIE. TG, IRILAVLRAVT I T4 T—RERTEEL. UTLA T IR DEE WAL~V RA(VTYT IHTE . IPsecD TEH AKX, VPNT
DT4DHR) . FTHEEES) . TLTRESN NS T4/ 70—FHENEENS ChODH—E XL IP BICEWTIRHESN S0, LETObaL . F4abhb | RFC2401 Fyb—aVBEThY . Iz E—hk
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8:1. What [Psec Does DROEH TEFTAEELIZE,
IPsec creates a boundary between unprotected and protected interfaces, for a host or a network (see Figure 1 below). Traffic traversing the boundary is subject to VPNO)ﬂJFﬁ (ji‘ ﬂﬂ R 0277'{3,7-_?3
the access controls specified by the user or administrator responsible for the IPsec configuration. These controls indicate whether packets cross the boundary >l:t$:ﬂ) T4 —E Z’éhﬁ‘%?é
unimpeded, are afforded security services via AH or ESP, or are discarded. RFC4301 O)IZJE L,_CL\gfﬁ/uo 7‘;'@’7:;1\9\ )]
IPsec security services are oﬁf,ered aE the IP layer throggh selection of appropriate §ecurlty pllfotocols, cryptographic algorithms, ar.1d cryptographic keys. IPsec can 3157;770') ’7'—‘)3)':[;\ rEnt
be used to protect one or more “paths” (a) between a pair of hosts, (b) between a pair of security gateways, or (c) between a security gateway and a host. A j\—‘lu 7—_4.,j._tx7j§5ﬂ_e|wl:]%1ﬁéh
compliant host implementation MUST support (a) and (c) and a compliant security gateway must support all three of these forms of connectivity, since under certain \ \ (= — - N e )
circumstances a security gateway acts as a host. <L 1::75 Jé#lmj—é“tb E%E_Cﬁ)
5M5TY,
[REL, RYRT—IHRIEITBRSVAR— AT —DERICE>TELLINIEBEMNLRBIREERBLER A, BRIL. [Psec BMfELNTNDEE, ZDISUR RFC3360
R—hAYE—[E b RILE—FERSVRR—FE—R [ESP, AH] OFEAICEWTH#EIN S LI EHERHLET . |
IPsec [RFC2401][RFC2402],[RFC2406],[RFC2407],[RFC2411] [&. —#&AIZ:, IP BORESLLRIEDTOMILTT , Z53THAHND T, Shik, TCP &£ UDP Dl A%
EUITRTOLEBEHELET . TOREEDHEOREL. [TRRE to FRRR . TFRR to =DM IBE LW T —bD A to —bITA1TT, SCOMEHRIE. 1—| RFC3631
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F2UFAANZRLERET HROYIZ, Psec D ETHET LD IEBELTIE, DHELS A KBS ORIED 0S(ARL—F (25 L RF L) &, FIFAEER RFO3631
Psec #H>TNET , KEBHDIL—F—IF, 2AHKED, AU FO—)L/RRITDVTIE, H0TWER AL TLS 2EST7 I —avid,. 7TV —av EH DRI DO F
REENT ESICTHAREMENBTT,
Psec ISDVWVTOREE (T, FEAEN ., [RESNWEIOVWTADEFESENTEET HALERICL ST AHAENRFINET LHL, TSI, O RXT L RFC3631
FEEIC, LY BDOEFEEL ST AREENHYET,
3.1.1. ESP Encryption and Authentication Algorithms
These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.
Requirement  Encryption Algorithm (notes)
MUST NULL (1)
MUST- TripleDES-CBC [RFC2451]
SHOULD+ AES-CBC with 128-bit keys [RFC3602] RFC4305
SHOULD AES-CTR [RFC3686]
SHOULD NOT  DES-CBC [RFC2405] (3)
Requirement  Authentication Algorithm (notes)
MUST HMAC-SHA1-96 [RFC2404]
MUST NULL (1)
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)
ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the RFC4303
location of the implementation in a network topology.
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HAEHETHEAT S, HMAC DEEELLTOEE L. FRALTLS/N\Y BB O T O/ TAIEKET S,
COXEOHER AT BHEDESTILT )X LEELIZ HMAC-SHA-1-96 7ILTYX LEERT 2T LEHITHMBITHSN TLVEL,
E5/ v A BRERAL TAYE—DREE T4 A THS HMAC [2DWVTERIY D, HMAC (3, MD5 4 SHA-1 BE D REMES/ \w BB EREORATRE| .o 0,
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+ RIE 128 EvbDI OV A XERZ DL
+ RIE. 128 Evk, 192 Ewb, 256 EVFDRREERAD L
+ AX—MI—FEEDH . BRAGYIEITTELUN—RIITICB A EFELAEVEY RFC3602
+ REQRRE, Bk, ZLT. 2 5%
AES (&, BUFIEEDEEH &5 1255, AES [, RIETLRIILETIE, BFORIKEE BERVVEL) BFERERET IO+ THDEFBISND, =, Thld.
ESF R P EMBHILERASNSETF ASND.
[ETF IPsec T—X> 77 )L—T 1%, FFRMIZIE AES % IPsec ESP DT TAILMESELTRAL., HARITHEE LT IPsec REITEFTND MUST DRT—ERITFED
LYTH.
3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes) RFC4305
MUST HMAC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)
AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit S _a =mET—
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH. RFC4302 :;?:?VEJEEEIE‘-OL‘_C HMAC ~§
Thus, the protection provided to the IP header by AH is piecemeal. 1§jht®y§ﬁﬁkﬁ[is F%ODW%
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