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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.
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ARLEAEDETHERT 5. HMAC DIFSELTOREX. FRALTLS/N\Y 2 BHO T/ TAIKET S,

COXENOHERATE. BEDES7ILIY X LLELIZ HMAC-SHA-1-96 LI RX LZERT A EEMIFARBEIRHSN T,

RFC2404

ES/ W aBHEFERLTAYE—CRAE TR MA THS HMAC (2D TR T 5. HMAC £, MD5 40 SHA-1 RED RERS/\v 1 BEHEHE DL
ARLEAEDETHERT 5. HMAC DIFSELTOREIX. FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret BT I=vVTT . MENE—DMERELH>TLSEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BELEFrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1Z2F T 5OICRRATESRILIZEKRLET .

RFC3631

ESP [X5FRbtE. T—RERTTEREE. AR aV LRIV TI)T4 VTLABIEY —EREH RS —T Vo RA T )T4DEKX) . FLTREShI=FSEYS
J0— FRMEFRBT IOICERASNS, BRSNS —ERE, EX2UTAT VI I—2a  ORABISBIRINA T a v EF DREDEEIZIKET .
SFRE D EDY—ERELHMI L TEIRLTHEL, 72720 (ESP B, F1=IFBIIC AH Z2ERT A LICE>TREEIN D) 10T T4 PR E b1
WCSFRMEEFERALIZIE S, TOMEVIIETFHEY —ERZHFH I LITHIHIMEDTEBHKEEZ(TOFT LS A HEMENH S ([Bel9s] ZSBDIL),
T—RERTREEIRTLAVL AL T TAIEEEL TV Y —ERTHY (LIE, FEOTIRELIEMER) , (AT a>0) FHtELEAEHETH I Ay
ELTIR#END UTLATHIE Y —ERIE, T—2E R TTRIASRIREN BB COHFBIREN., CHIFTLICZERDOHE CRIREND, (FTIAILLTIE. &
ERTYILABLIZERESNE S~V RBEEEAL VAT ZIENBRENDN, COY—ERIGZERUNS —T U RESEFIVITIHEDHEME
15%) . FoEVII7O—FREDOIZIE, RIVE—REEIRT IBLELSHY . i, MSEVIEENT I LI >TEBRDRETLITAZEIZT ENATHE
B 2XA)TAT— I IZRET IONRLNRNTH D, ST SFRMELEIIFEVThEA T ar TEHEM. DEKEBLID I35 1 DIERIRSh RIS
HSALY (MUST) CEITEET A,

RFC2406

&5~ 4 B—K (Encapsulating Security Payload:ESP)[RFC-1827] [, RAA—RT—4%ME 5L T DI LICKoT IP T—RISLITHEEFRETILDTH
%o

ZM1EHTIL US Data Encryption Standard (DES) 7 )L X LD EES T 0w 45&4H (Cipher Block Chaining: CBC) E—F [FIPS-46, FIPS-46-1, FIPS-74, FIPS-81]
DERERA= ESP OFFRICDVTRBLTLVS, MJT L DES(3DES) EL TSN BN ER L, FEXOZTA T DT OvI%E 3 HITE>TUREL, ThT
NOETIFELZDEAMFEAEINS [Tuchman79],

RFC1851

BIETHHEBOMTREINSIWED 3DES FI&. EIFIZ(X 168 EVFDRITHS, COHITIE DES ZILTVXAIZK>THEASINS 3 DOMIILT- 56 Ewk
DBEEND, D 3 D2DFIAFNAD 56 EVEDEIRIZ, /NTFAEVRELTHERAT B/ M MEDO R THIE vk (least significant bit) & RL T, 64 Ewk (8 /A1) &
LTSN D,

RFC1851

BEERAO—K(ESP) [Kent98] X, RET RERMO—RT—ERZEMEILTBLIZEST IP T—EYSLITHBMEEIRMT S, COMHEHTIL, CBC E—FIES
FILTYX LD ESP TOFEAEICDOVWTERBAT S,

RFC2451

IPsec L TEIET D SMTP ORI avid. ZIEHERVIDKYTERLD SMTP 5—b oA/, HDL L. HoPZEHEINT= SMTP 5—rozA/FEDAvE—D
ISDWVTFMERM T 2 ENTEE T, ThHbL . ChiE, SMTP aR52a0DEOIF v RILEF 1 TAZRIELET, AvE—CHEE. 95470 D
ZEHOT —,ITAITURRIZEVNT, (BEHE. ¥ — Iz, 2 ERALAETNIERYFEAN) ChiT. REMNEEX )T 2RI DA a8 HYET . U
TUARBIIHT BHEIFREShTOET, BEEL T—2BRIKHESATEY. /7 IbME T A TELGLD ST,

RFC3552

AES DEZE(L. UTOLK DA DEFUEEARELTITH N,
+EXalTg
+ EBERONTIERNCE
+ —fRIZARShTWSIE
+ R P THIMEFERRNEMNTRIATESIL
+ RIE 128 EvbDTOvI YA XEH/ZHE
+RIE 128 Ewk, 192 Evb, 256 EVFDBEFRZ DL
+ AV—MI—REEH BARYINIZTTEIUN—FRIIT7IZE T ENREAT)EHR
+ REOZWE. Bt ZLT. B5MH

AES (%, BUFEE DS L7 51255, AES [E. RIETHRIITETIE. BUFOIIRIERE (BERVVEL) IERERETDDICHATHHEFREND T £
NI EDRROERBBICHEERASN D LT RISND,

IETF IPsec 7T—F 255 IL—T 1%, FEMIZIE AES % IPsec ESP DT 74 /LMNEE ELTIRAL, R ISE S LT Psec EEICEFEND MUST DAT—RXIC
T3523YTH5,

RFC3602

EESDE DNV RATFLOEFY
To1E BENEBEO7ILIYX L
NEE, BLUEFNLDT7ILTY X L
ERICHERASNEZF—DBREDOTEH
IIKBELET . TDEFUT0F. &
SIZHRERRDEX 1 TaZREET
BIEBEDHENGNI LR RIS
BE=OICVRTLIZE>TEASNS
JORALDIVSZTYLTELD
BEIZIKFELET .

3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)

RFC4305

AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CHLIBE(E, BIZTERBEE I EFESRTE
129 ) ZRHEL. SOITUTL AT 2R EF BB T 2OIFERASND, BB IFZA T DY —ERTHY., X1 TAT7 VI I—ar BRI SIRIZZ
ERIZE - TRIRENDIEE N H B (TIHILNTIE VTLATFLICERSNEGS — TV RBED AUV IVAVRERERIZERT 0, ZEAN—S L REEE
FIvITREEDHY—ERNERNELD) AH (ZERBTOMILIZINZ ., P AYF DRTREARY SO D DRI ZRET S, LALEAS, —8D IP Ay
BI4—ILRIEEREFIZETEIEDABY . I ZERICEELZBEOZD I —ILEDEIEERICFRTELRNEDLEELIELNH S,
ZDESHETA—ILEDEIE AH [ZESTIFRESNAL, 2T AH MY IP AYF IR T 2 RE L, HEABREMFNALDIZAS,

RFC2402

ES/ W aB#EFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC &, MD5 40 SHA-1 RED RERES/\v 1 BEHEHE DL
ARLEAEDETHERT 5. HMAC DIFSELTOREX. FRALTLS/N\Y 2 BHO T/ TAIIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret BT I=vVTT . MENE—DHWERELH>TLSHEE . HVMAC . HEPBEEDAYE—U %R T 51
OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC [E, BT v-EySar DT A1Z2F T 5OICRATESRILIZE®RLET .

RFC3631

ARV EBEEZ DLV T HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TOUTIZHSATLY
BIthIEAsmn e THY ., JA
REIREbhZEE, COWERIL, £
FNHENLDERYET,

3.1 BEAK
SEMEINE T B OITERAT AF A& BBMN OBRAIETHILENHYET . HHE. FIALLFEEFMICERTILERRAILELNHY. Th
LNFEERIDEMRICK>TTANSNDIBENHYFET,

44

RFC3227




(B)T2. £H//RT—FK

32 MERTYT
* S, ECIZHDIMN? EDVRTLNAU D TUNIBERAENTNSD, Tz, EOVRATLNGIHMNINESNEINE RIS,
* M EEL. F-EBTRETHYEINERILT S, RENEDONIEE FELTLSDTIHAL EHTETS,
* EOXTLIZDOWT, BETHERMEDIEFEZAFT 5,
* ZETS=-ODNERREHIRT S,
* ERMEDIERFICHEL., 5 5 ETHRET S —ILTIHELEIET 5,
* VAT LD OThOERELZRETS.

RFC3227

41 HRT A DEH
HEIE TEDQKISITERMNRERESN =N TEDLSITHRDONIBEIUTZNITONTEE-T R TOBIEIZHEICERT HIENTESIET TY,
TRBEN, XELSNEIDELAHBYET,
* ECT/WWD /ISR T A ER . INEShizh,
* ECT/WWD /ISR T, AL, IREShizh,
* SEMEHLD AR T L755Y . TOER L, EDKSIZ, ZNIFRFESNID,
* VWD SHLIDWRTAZEEZ =M. WD, EDKSICEENTHONIEN, ERNHEEEEST,)

RFC3227

42 ECIZ. EDKSITT—HA4TTBH
WHELEES . (BFEYELN TOEWREEATA 7 TEEO EBIZHAINTOBIATAT I T—hAEV T ISHRASNIBRELSHYET,
SEAAD T OERIE. BAGICHIRSNIZLEADHY . HREICXELINIDENBYET BASNTUWVENTIERERMTIIENTEIDLENHYET .

RFC3227

FRWL

2007/2/15

SHIS,. BEZAAEL. ELEZHRL
T.ERALEIELTW B AVtE—D L
[$EIAVE—DICERIEHILE

HAHDAREEAHYET

RAF., RSN -E RSB EDERELEIY —ERITT IR T HHERERT SN ENEHET HBIETY , BEICBEIELTOET A, MREELR AL, BIE
D2 DODIAN=ZALTHAIEIGERHTHENEETY, BTLK COBERGHAEOEISERLT, BEEE. LIELERSTRAZBHR T 2EEZLNTE
T RELIFHEICEREHAIL. BARTANIDPREDTAETEDINENEERLET,

RFC3552

R, BRI T B ENBERAIRTY D, RAEMTIEIRAEZERLERA. TLA, TAHETH-0DRAET RIS, BAAN=XLIEF, ZDT4A
AHFASNTLSIENEHET DL hRIZLEYFERA,

RFC3552

SPRBTE (Confidentiality) :
HRIZTIERTBHIEMNBRASNTULVENEMN, 12X, ZDEHRDEE (B: aVE1—B2DIT7AILORINT—0ryR) & RBE RN H-TEH. TDIER
EEDENESIZT BDIERDIFE,

RFC1704

T—84TJ)T 1 (data integrity) 4 —E R: FBAISNTWVEWT —FDEBICHLTHET 2 EF 21T —ERX, BRMGEE BRIFEEL) ETIVTUH
ISLPEERREEL)DAEAEET T—F~NDEENRIATBETHSLEHRT HLITLD,

RFC3365

RYD—avbO—)L LRV 22D RHBEDHEETHSREELBANOHEYET BB, TRENFA—F DETERIE T DHMAETT . DEEHEER. MARIA
PO 11— FHMEOBEBRICRBIESND5D L5, AV I—RUMEFEWTERAINIDENHYET, — B, 2 —FAREEEh =5, R(&. [201—FH%Z
DE—AILERISHLTTIERTHENRASNTNSNIZHET SR AT —ERDLETT  RANBEHEE ., IT7ATI94A—ILHRDIAUEE. Tt
REHATDESICEHTHENTEES,

RFC1636

FREELERT]

A—HLZENRT—FD LS Bl
PRI AN R LEFES LS, FBALER
AORXF &, ERMICEETEET
N(Thabbs, #HEN R TLEESE
Thoobéa—H7hHUrDMEE
FEELTOETH) ., KYEHLR
SEAHN= R LIZDLTIE, LIFELIE.
FORFNMNELHL>TULET,

BCP 38, RFC 2827 (&, RSN =T RLATRYNTI—VIZT I ERT BT T4V ERT B L& T DB —ERBGERBEOZEEFIRL. [FT1v
JIZDONT ZDELWRET AT —VZ B A fETHAH L IZHRLECTHILEBRLTVET AU F— RO LSHRENLIHET HEDEIR
BISIRELT, COMRKERELTVD RN T—I(E, T, COKBO Ry T—I#BRICH T IREINLIRCAUNT I ERAD SO K ENSELEH
BEEVET, WP BREZEDTHEMSHDIELEENBYET . (Fl: TILFHR—IDJIZKDIHE) REE. BEDAVTLRTANR LT DEBRMAN=X L%
L. AL RIAIAY T I 52— R R A EBIRL ., SIS, RILFHR—IU T DEEITOVWTIERLET , COAEIE, RFC 2827 ZEHLET,

RFC3704

RFC 2827 (&, TISP A, BE A YFT—VIZ& > TERITFEDLN TOEVRETTRLADNSES DR YR T—VIZRAL TSI T4y EHNT 52 L2Eo T,
ZTOBEBEDITVIEERFTILIEHRLET, ZDT AT X ZORIETTELRH. Lo B Martian 7KL X (0.0.0.0/8, 10.0.0.0/8, 127.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, 240.0.00/4 hDHLP BT RLREELFHNINIZTFL R B ITHEIMST1vIEEHET M. ChICROENFEE A,

RFC3704

AEZITBVTRHESNETAILEBIV T FETIE ESBTVI IR P FRLR) MDD ISYT AT GEK) MBIZH L TIEETELEE AN, R LT
FYRT—HDHRIZNBZHEEN, BRIZBT374LE)V T IL—ILIZADEWNMEST=Y—AFRLRAZFEALT. CORDKRBE T A EEHEES . BE
EM. ERICBEMENTODTUIT49IZX(IP PELR) DEERIZELY, Bo=RIETXTTRLRAEFERTRELEZIEL 012, TRTOAU2—RyMMERKETO
NAFT—IZIE, SOXEICRBINIZTAIINAI T ERETDHIENBEOONET, VLD I NIE ISP BN EHDOFE I RN — LRI —H DR EIERE
BoTWAi5E. INLDRBRBIFERUNDN SRS T4vIER 20T, BN 49974 LA T PMERSh AR ENBYET .

RFC2827

COBDIANEITERESTHEOFRICE, MBI [RIEBDARLDRIETERRITEBIM T HIEATESLIITHSILINHYFET . Tk HEHD,
ERD. RETHINETELREETTILRAEZERTILENHINSTY,

RFC2827

AT LR
TR
v

ITSAVRREIZENT, KEBE LA
HEESNFEIPTRLREFESCENTE,
WEENKBED/NTINETAILE
o3BT EEBHTRE#ICLTL
ig_o

FIvIH LK FERAZDRABNYENLERINT—INDEEDT I EANTECH, (TN INERITIMAZEEFEET . O — 7V AB SO, o
O (—BO)BAFEHRATHIET, FousH LIE. TUTLA (B IREENS, H (HBFEBEDZof) L—T1U T ERNIBAE . HLFRBES
HoNBIL—E—IEoTRESNDIRELIC CENTEF Y BRTELAEF1UTAF, P~V REB)GOLEARGHANFEL—T10 T EROT LI
SEIZEOTAIRETY  ChIFRABARYET—IDOMROS—(BR) EHETIDEHEET . BSLOR KL, FRELEST DDA A —/\—AvE
(BFNTY.

RFC2198

pEDY -
BiE

RENT—HEZITIMBHENTED
CEITIERBLT BB /SRN DR
F.F9. BEE/NARLITHELSD
12, MRV —Z &SR NIEEYE
HA CNITRLTARAIRETIFHYE
AN, KHBHELRYFEEA,

CO=ODBEMT /=9 I(E IP TTL OfE [IP] #REIETHETT, TTL [F. FEEFITI o CORESNZITNIERSLEVO T, FAMIJLIE, TTTL A% 255 (S
TYNTBILIE [T RTDREEN TTLEZRET I EIZHHTEET, RIC. ZEFL. AL TV YNNI RA— DU I EHMS0LDTHSILEL

SR ELLEET bRV T VAT LD HIRETIDT IV EFERTHEEILTIENDETT . TOLIBV AT AT, TTLEREE T2/ vbhEEB
SEBAHEELHEIMNETT,

RFC3552

B—=290
#1531

co RGO RT LD HBIREETT
DTI=IEFERTHEEIEEEDN
WETY, ZO LGV AT LTIE,
TTLERE I/ Y ERBEE
HHREMELAHEMNETT .

<LIRNCRBEN TV -ABELTICEEDH L >

BEMHOERDO-ODBEVGESILERBILSL

[RLYFUTNITTRE, BEDIVUETDIT197(E, TDOIVUDNFEET 2T AUMIFITELNDDT, COBDEBEEEEMICIYREITTH L%
BRTHLTZEL,

RFC3552

PHEESNTUOVEWCER) A—H B /SRAT—RO R T AIL ETF Z2BEIZBVWTHRINTLER A,

RFC3552

B 7 7O0—F &, TLS $LLIE S/MIME D K312, TRTHOA—AALIADTARIILERDOY A TERIET 2DITHESEAE PKIX 25D K312 52ET

o

RFC3552

YE—FATAVERBTHTEITMA T, SSHE, FED TCP R—MIDWTEF a7 HR— I+ T —F AU 2 RMLET,

RFC3552

A—YRERLIZART—FORDYICELMICER SN - HBREFED

RFC3552

BEKDROMBERRT 220DV EDDTIO—FIE, BT 2ERMEMNT 24510 OTERATEDE = H (trusted third party) 1Z#ES2LTY,

RFC3552

KDCIE, S LIZEH SN THEDR CTHESLIN-REREZECF Iy UM EERICRELET ELLRTOHARBREES TELDT, TOFTubkE
ERCEAREEREILT BOITFESENTEET, SRIZEDFEFTRHE R LIz KDC X T Ll KERBEROS T,

RFC3552

BI#RIZ. ED1—H (&, ARBIAAEEFE TR T S ENTETY (BI: S-HTTP 517U MRED o

RFC3552

RUYD—DIDEHITDNTIE, IS, FA—FIZRBVETONTRTOEROFAICEELSHY. TR, FTAVSEERADTILAOHAFRE &
CLoNTWBENBYET, LWL, BRANDTIERBES ARV T—IERBLIZEIN LS TONSDT, FTAV O HBERGETIEAD L—ILET
DEZADRERL. O—HNELDTHILELNHYET,

RFC3552

FEEOBBICKTSERLTEEE, [ZORZMIRTLNEIC, ZOHERIVELBEEIRVE1EZHERTHLETT,

RFC3766

FEBRARNART—RORT LI, BERBETFIHT 2F-OITREFEINEL LKODDVRT LD, FEFRNART—RFEERT B-OICRASh TEELS -,

RFC1704

A—HHIERFEEG/SRT—RIE, LIELIE, ZOLSER—R VT —I LIZBVWTEXDFE, D OHICEP THIBSN TLEMLGVRETEESN TOE

o

RFC2196

Kerberos (&, S EER YN T =0 F2UTAV AT LTHY. EFX 27 THROARYRT— DI B ISR IRELET . 7TV —Lav DBRITH ST AT UT4&
ESIEDMEELIRBT LN TEET,

RFC2196

TEOLSICHBHREUTHEBICE>TRELELN TS/ AR T—F RIS T HFIFHEEE. OTP (TR L/IART—R) VAT LEHERATHIETT .

RFC2504

(SSH R—ZDELNEEL) BLDEAETE, T—HER YT —VHLICERIE T HHIICESIETHEMNTEET,

RFC2504
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