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3.1. What IPsec Does

IPsec creates a boundary between unprotected and protected interfaces, for a host or a network (see Figure 1 below). Traffic
traversing the boundary is subject to the access controls specified by the user or administrator responsible for the IPsec
configuration. These controls indicate whether packets cross the boundary unimpeded, are afforded security services via AH or
ESP, or are discarded.

IPsec security services are offered at the IP layer through selection of appropriate security protocols, cryptographic algorithms,
and cryptographic keys. IPsec can be used to protect one or more “paths” (a) between a pair of hosts, (b) between a pair of
security gateways, or (c) between a security gateway and a host. A compliant host implementation MUST support (a) and (c) and a
compliant security gateway must support all three of these forms of connectivity, since under certain circumstances a security
gateway acts as a host.
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3.1.1. ESP Encryption and Authentication Algorithms
These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.
Requirement  Encryption Algorithm (notes)
MUST NULL (1)
MUST- TripleDES-CBC [RFC2451]
SHOULD+ AES-CBC with 128-bit keys [RFC3602] RFC4305
SHOULD AES-CTR [RFC3686]
SHOULD NOT  DES-CBC [RFC2405] (3)
Requirement  Authentication Algorithm (notes)
MUST HMAC-SHA1-96 [RFC2404]
MUST NULL (1)
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)
ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of
partial sequence integrity), and (limited) traffic flow confidentiality. The set of services provided depends on options selected at RFC4303
the time of Security Association (SA) establishment and on the location of the implementation in a network topology.
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3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of
the values in the “Requirement” column. As you would suspect, all of these algorithms are authentication algorithms.
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